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Preface 
 
Responding institution: LuxCSD S.A. 

Jurisdiction(s) in which the FMI operates: Luxembourg 

Authority(ies) regulating, supervising or overseeing the FMI:  

Commission de Surveillance du Secteur Financier (CSSF) and Banque centrale du Luxembourg (BcL) 

 

The date of this disclosure is 13 December 2021 

This disclosure can also be found at www.luxcsd.com  

For further information, please contact: marco.caligaris@luxcsd.com 

 
 

I. Executive summary 
 

LuxCSD S.A. (LuxCSD) provides Luxembourg's financial community with issuing and central bank settlement as well 

as custody services for a wide range of securities including investment funds, with a focus on T2S markets. LuxCSD 

moreover offers LEI creation and LEI management services, which cover multiple jurisdictions. The central 

securities depository (CSD) was incorporated in July 2010 and is owned by Clearstream International (CI). LuxCSD 

offers custodians and distributors across Europe excellent custody and added value services built on a highly efficient 

settlement process with access to many counterparties and as such contributes to the safety and efficiency of the 

financial market and offers an exhaustive suite of connectivity to its customers and providers to access its platform.  

 

LuxCSD discloses information about its governance structure publicly via the Company Governance section of its 

website. Information disclosed in this section includes: 
 

• The company’s operational structure; 

• The company’s shareholding structure; 

• The names and titles of the members of its Board of Directors; 

• The names and titles of its Comité Exécutif members; 

• The roles and functioning of group committees. 

 

Since April 2020, LuxCSD is a licensed CSD under CSDR in Luxembourg and as such LuxCSD is supervised by the 

CSSF and must comply with the financial, legal, regulatory and statutory reporting banking requirements as 

specified inter alia in the law of the financial sector (as subsequently amended) of April 1993.  

 

Risk management is an elementary component of the management and control of LuxCSD, effective and efficient 

risk management is fundamental to safeguarding its interests (both in terms of corporate goals and continued 

existence). The risk management policy documents LuxCSD’s enterprise-wide risk management concept by 

describing the risk management framework in terms of processes, roles and responsibilities applicable to all staff 

and organisational units of the company, including the outsourced activities of LuxCSD. LuxCSD has developed its 

own corporate risk structure and distinguishes between operational, business and project risk. The exposure to 

financial risk is not significant in the case of LuxCSD. 

 

LuxCSD has Default Management Process (DMP) rules and procedures in place, which define the circumstances 

under which a customer of LuxCSD is considered to be in default. Referring to the products and services offered, 

LuxCSD defines two types of default, general and contractual default. In order to identify a customer’s default and 

classify it in accordance with the above-mentioned default types, LuxCSD has established Early Warning Indicators 

(EWI) as an integral part of its DMP. 

 

LuxCSD’s Business Continuity Management (BCM) policy states that in case of business interruption, operations 

must be resumed within appropriate time scales in order to: 
 

• Safeguard LuxCSD from significant losses, maintain revenue generation and shareholder value; 

• Maintain customer confidence, market stability and liquidity and minimise systemic risk; 

• Maintain management control, fulfil contractual obligations and regulatory compliance. 

 
 
 
 
 

http://www.luxcsd.com/
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II. Summary of the major changes since the last update of 

disclosure 
 
The main changes since the last published disclosure framework are: 

• 15 April 2020: LuxCSD received its CSDR licence; 

• 2018/2019: Since LuxCSD’s migration to T2S, LuxCSD has continued the activation of its enhanced offering in 

Target 2 Securities (T2S). By adding additional markets to the investor-CSD model, LuxCSD customers can 

further harmonise the benefits of the harmonised service level solution which includes streamlined 

connectivity, harmonised asset servicing in partnership with local agents and collateral management services 

from a single platform. To date access to the following domestic markets via LuxCSD’s link with CBF:  Austria, 

Belgium, Estonia, France, Germany, Greece, Italy, Latvia, Lithuania, Malta, Netherlands, Portugal and Spain. 

Furthermore, in response to specific customer demand, a direct link to Euroclear France for French registered 

securities was implemented. 

• 6 February 2017: LuxCSD migrates to TARGET2-Securities (T2S) 

III. General background on the FMI 
 

General description of the FMI and the markets it serves 

LuxCSD provides Luxembourg's financial community with issuing and central bank settlement as well as custody 

services for a wide range of securities including investment funds. The CSD was incorporated in July 2010 and is fully 

owned by Clearstream International S.A. 

 

LuxCSD offers custodians and distributors across Europe excellent custody and added value services built on a highly 

efficient settlement process with access to many counterparties. Settlement of securities transactions in central 

bank money reduces risk for financial market participants. 

 

LuxCSD offers access to several T2S markets, as well as to the Icelandic market. 

General organisation of the FMI 

Shareholding Structure of LuxCSD: 
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LuxCSD S.A. Board of Directors 

The Board of Directors of LuxCSD is as follows: Philippe Mueller (Chairperson), Denise Voss (Vice Chairperson), 

Marco Caligaris, Jean Guill, Berthold Kracke. 

 

LuxCSD S.A. Comité Exécutif 

The Executive Committee of LuxCSD is as follows:  

Marco Caligaris (CEO), Carolyn Linnevers. 
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IV. Principle-by-principle summary narrative disclosure  
 

Please note that Principle 6, Principle 14, and Principle 24 are not applicable to LuxCSD. 
 

Principle 1: Legal basis 

Principle 1: Legal basis 
 

An FMI should have a well-founded, clear, transparent, and enforceable legal basis for each material 

aspect of its activities in all relevant jurisdictions. 

 

Key consideration 1: The legal basis should provide a high degree of certainty for each material aspect of an FMI’s 

activities in all relevant jurisdictions. 

Key consideration 2: An FMI should have rules, procedures, and contracts that are clear, understandable, and 

consistent with relevant laws and regulations. 

Key consideration 3: An FMI should be able to articulate the legal basis for its activities to relevant authorities, 

participants, and, where relevant, participants’ customers, in a clear and understandable way. 

Key consideration 4: An FMI should have rules, procedures, and contracts that are enforceable in all relevant 

jurisdictions. There should be a high degree of certainty that actions taken by the FMI under such rules and 

procedures will not be voided, reversed, or subject to stays. 

Key consideration 5: An FMI conducting business in multiple jurisdictions should identify and mitigate the risks 

arising from any potential conflict of laws across jurisdictions. 

 

As operator of a securities settlement system (“SSS”) and authorized CSD under CSDR, the material aspects to the 

activities of LuxCSD requiring a high degree of legal certainty are the following:  
 

• Providing and maintaining securities accounts (central maintenance activities);  

• Rights and interests in financial instruments under deposit;  

• Eligibility of financial instruments for book-entry transfer;  

• Operating a securities settlement system, and in particular the settlement finality;  

• Initial recording of the securities in a book-entry system, including the immobilisation and 

dematerialisation of securities. 

 

LuxCSD has set out terms and conditions applicable to each of the listed material aspects into Governing Documents 

which are binding upon LuxCSD and its customers. These documents are governed and shall be interpreted by 

Luxembourg Law and any disputes arising in relation to them shall be submitted to the competent courts of 

Luxembourg. 

 

Without limitation, LuxCSD is subject to the following main Luxembourg and European mandatory laws and 

regulations: 
 

• Regulation (EU) No 909/2014 of 23 July 2014 on improving securities settlement in the European Union and 

on central securities depositories, together with all related annexes and technical standards, hereinafter 

referred to as the CSDR; 

• From Articles 1915 to 1963 of the civil code, hereinafter referred to as the Civil Code; 

• Law of 1 August 2001 on the circulation of the securities and other fungibles instruments as amended (loi 

modifiée du 1er août 2001 concernant la circulation des titres et d’autres instruments fongibles), 

hereinafter referred to as the Securities Law; 

• Law of 5 April 1993 on the financial sector as amended (loi modifiée du 5 avril 1993 relative au secteur 

financier), hereinafter referred to as the Banking Act; 

• Law of 10 November 2009 on payment services, as amended, on the activity of electronic money institution 

and settlement finality in payment and securities settlement systems as amended (loi modifiée du 10 

novembre 2009 relative aux services de paiement, à l’activité d’établissement de monnaie électronique et 

au caractère définitif du règlement dans les systèmes de paiement et les systèmes de règlement des 

opérations sur titres), hereinafter referred to as the Payment Services Law; 

• Law of 6 April 2013 on the dematerialisation of the securities (loi du 6 avril 2013 relative aux titres 

dématérialisés), hereinafter referred to as the Dematerialisation Law; 

• Law of 28 July 2014 of immobilisation of the bearer shares (loi du 28 juillet 2014 relative à l'immobilisation 

des actions et parts au porteur), hereinafter referred to as the Immobilisation Law; 

• Law of 3 September 1996 concerning the involuntary dispossession of bearer securities as amended (loi 

modifiée du 3 septembre 1996 concernant la dépossession involontaire de titres au porteur); 
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• Grand ducal regulation of 30 May 2018 on the protection of financial instruments and clients’ money 

(Règlement Grand ducal du 30 may 2018 relatif à la protection des instruments financiers et des fonds des 

clients) replacing the grand ducal regulation of 13 July 2007 on reorganisational requirements, the grand 

ducal regulation of 30 May 2018 is hereinafter referred to as the RGD 2018. 

 

Furthermore, relevant domestic laws and regulations determining the settlement rules governing external 

instructions and the finality of deliveries of securities to or from a domestic counterparty are described in the Market 

Coverage Section on the LuxCSD website and include the Market Link Guide, Market Taxation Guide and Disclosure 

Requirements (please refer to the following link: https://www.luxcsd.com/luxcsd-en/products-and-services/market 

-coverage).  

 

The Governing Documents of LuxCSD are: 
 

• The General Terms and Conditions (GTCs). The GTCs are defining the main terms and conditions applicable 

to any services provided by LuxCSD; 

• The Customer Handbook. It sets out the technical and operational terms and conditions applicable to the 

services; 

• The Fee Schedule;  

• The Market Link Guides for each market offered that are compiling the rules applicable by market, including 

the settlement finality rules (Market Link Guides). The Market Link Guides include the disclosure 

requirements per domestic market. 

 

Outsourcing to T2S platform 
 

LuxCSD has outsourced its settlement of securities to the T2S platform. The legal framework applicable to the 

settlement services performed in the T2S platform is governed by German law. The settlement rules and the finality 

of deliveries of securities have been subject to a legal assessment to determine any potential legal risks and gaps. 

The specific rules applicable to the T2S settlement are described in the relevant LuxCSD governing documents 

applicable to the T2S services.  

 

Conflict of Laws 
 

LuxCSD obtains a legal assessment to identify any potential conflict of laws with the assistance of independent 

external lawyers of good repute and supported by a legal opinion covering the rules of the CSD to be signed by 

LuxCSD. Such legal assessment also covers the enforceability of the choice of law provision and jurisdiction clause.  

 

Link Agreements 
 

In the context of link agreements, LuxCSD is requesting for each link an external legal opinion, covering, inter alia: 
 

• The validity of the relevant link agreement; 

• Description of the nature of entitlement (i.e., detailing the rights and interest of LuxCSD in respect of the 

financial instruments sub-deposited); 

• Liability questions; 

• A description of the relevant settlement finality rules; 

• Rules on the enforceability of netting, if applicable. 

 

Publication of the Governing Documents 
 

LuxCSD publishes on its website announcements in relation to customer information and specific services on a 

regular basis. Please refer to the following link: https://www.luxcsd.com/luxcsd-en/keydocuments. 

 

The main events triggering a review of the Governing Documents are, without limitation:  
 

• An update of a key law or regulation applicable to the financial industry; 

• The implementation of a regulatory act (such as a CSSF circular); 

• The implementation of remedy measures due to a claim affecting a customer or caused by a provision of 

the Governing Documents (this could trigger changes to the Customer Handbook); 

• Typos or inconsistencies detected in the Governing Documents; 

• A change of laws or regulations in the local markets; 

https://www.luxcsd.com/luxcsd-en/products-and-services/market-coverage
https://www.luxcsd.com/luxcsd-en/products-and-services/market-coverage
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• A court order or a decision from a regulator in favour of the clarification of certain provisions of the 

Governing Documents; 

• Enhancement of its technical system (such as change of deadlines); 

• Changes of the professional standards at the level of the ECSDA, ICMA, ICMSA to be reflected in the 

Governing Documents; 

• The implementation of major projects; 

• Any other events that the control functions team (Audit, Risk, Compliance) and/or the legal department 

consider as essential to be incorporated in the customer documentation. 

 

The review is made on a continuous basis by the control functions teams and the legal department. Amendments to 

the Governing Documents may be decided and performed once at least one of the above-mentioned trigger events 

is likely to occur or is going to occur or has occurred. 

 

The GTCs and the Customer Handbook are also reviewed by the CSSF, as supervisor of the Luxembourg financial 

sector, the BcL, as supervisor of LuxCSD in its function as a SSS and the European Central Bank (ECB) in the context 

of the Eurosystem SSS and link assessment. 

 

The GTCs and any amendments to the GTCs are approved by the Board of Directors of LuxCSD. Once the corporate 

approval is granted, the document is communicated to the customers in accordance with the terms of the GTCs. 

LuxCSD will notify its customers in writing by mail of any changes and the effective date thereof.  

 

For other Governing Documents, LuxCSD notifies the participants by electronic means of any such amendment and 

of the effective date thereof. The amendments are published through LuxCSD’s website (www.luxcsd.com). The 

electronic version of the Governing Documents as published on LuxCSD’s website in English is at any time the legally 

binding version of these Governing Documents. 

 

  

http://www.luxcsd.com/
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Principle 2: Governance 

Principle 2: Governance 
 

An FMI should have governance arrangements that are clear and transparent, promote the safety and 

efficiency of the FMI, and support the stability of the broader financial system, other relevant public 

interest considerations, and the objectives of relevant stakeholders. 

 

Key consideration 1: An FMI should have objectives that place a high priority on the safety and efficiency of the FMI 

and explicitly support financial stability and other relevant public interest considerations. 

Key consideration 2: An FMI should have documented governance arrangements that provide clear and direct lines 

of responsibility and accountability. These arrangements should be disclosed to owners, relevant authorities, 

participants, and, at a more general level, the public. 

Key consideration 3: The roles and responsibilities of an FMI’s board of directors (or equivalent) should be clearly 

specified, and there should be documented procedures for its functioning, including procedures to identify, address, 

and manage member conflicts of interest. The board should review both its overall performance and the 

performance of its individual board members regularly. 

Key consideration 4: The board should contain suitable members with the appropriate skills and incentives to fulfil 

its multiple roles. This typically requires the inclusion of non-executive board member(s). 

Key consideration 5: The roles and responsibilities of management should be clearly specified. An FMI’s 

management should have the appropriate experience, a mix of skills, and the integrity necessary to discharge their 

responsibilities for the operation and risk management of the FMI. 

Key consideration 6: The board should establish a clear, documented risk- management framework that includes 

the FMI’s risk-tolerance policy, assigns responsibilities and accountability for risk decisions, and addresses decision 

making in crises and emergencies. Governance arrangements should ensure that the risk- management and 

internal control functions have sufficient authority, independence, resources, and access to the board. 

Key consideration 7: The board should ensure that the FMI’s design, rules, overall strategy, and major decisions 

reflect appropriately the legitimate interests of its direct and indirect participants and other relevant stakeholders. 

Major decisions should be clearly disclosed to relevant stakeholders and, where there is a broad market impact, the 

public. 

 

Pursuant to LuxCSD’s Articles of Association, as amended d.d. 18.02.2016, the object of the LuxCSD is laid down in 

Article 3, namely the object of LuxCSD is the custody, safekeeping, administration, clearing and settlement of 

securities and the provision of related financial services in the Grand Duchy of Luxembourg and abroad; acting as a 

central securities depository and operate a securities settlement system under Luxembourg law. It shall in particular 

a) enable securities transactions to be processed and settled by book entry, b) provide custodial services, e.g., the 

administration of corporate actions and redemptions; and c) play an active role in ensuring the integrity of issues 

and securities.  

 

As central securities depository, LuxCSD aims at providing the Luxembourg financial market with services including 

but not limited to central bank money settlement in T2S currencies and potentially provide a connection to any future 

Eurosystem money securities processing infrastructure.  

 

Finally, LuxCSD carries out legal identifier activities for the issuance and maintenance of Legal Identifiers (LEI) 

(including pre-LEI) to legal entities based in the Grand Duchy of Luxembourg and abroad in its capacity of Local 

Operating Unit (LOU). 

 

In order to support these above-mentioned objectives, LuxCSD has developed a business strategy that is guided by 

the following principles: 
  

• LuxCSD will play a supporting role in market integration; 

• LuxCSD will maintain a constant customer focus as the unifying value while leveraging existing  

service offerings; 

• LuxCSD will promote the establishment of services for new asset classes and markets, esp. Issuer 

activities.  

 

Specific developments with the aim of progressing these goals are undertaken based on outsourcing arrangements 

generally with Clearstream.  
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Assessments and controls of the above objectives are performed primarily by the Comité Exécutif (referred to as the 

ComEx) of LuxCSD (including pre-LEI), whose tasks, under the supervision of the Board of Directors (BoD), include 

inter alia:  
 

• to manage and monitor daily operations;  

• to retain and grow the customer base, taking into account pricing strategies, credit decisions and 

compliance requirements;  

• to develop product strategies in the context of changing market and customer requirements, competitor’s 

moves and regulatory developments, including the necessary budget releases;  

• to manage interfaces with the different interest groups (internal and external); 

• to control the outsourced services and functions. 

 

Governance Arrangements 
 

As required by law, the Board of Directors is composed of a minimum of three members, each acting in an individual 

capacity.  

 

Currently, the composition of the Board of Directors of LuxCSD is as follows:  
 

Mr. Philippe Mueller, Chairperson, Clearstream Banking S.A.; 

Mr. Berthold Kracke, Clearstream Banking AG; 

Mr. Marco Caligaris, LuxCSD S.A.; 

Ms. Denise Voss, Independent Director; 

Mr. Jean Guill, Independent Director. 

 

The Board of Directors has the power to perform all acts that are necessary or useful for the achievement of the 

corporate purpose of the company except those that the law or LuxCSD's Articles of Association expressly reserve 

to the General Meeting of Shareholders. In accordance with Article 60 of the law of 10 August 1915 on commercial 

companies (the “Companies' Act”), the Board of Directors delegates the day-to-day management of the company as 

well as the representation of the company towards third parties in relation with such management to the ComEx.  

 

The ComEx determines the daily management of the Company in accordance with Article 10 of the Articles of 

association and Article 7 (2) of the law of 5 April 1993, as amended, on the financial sector. The ComEx conducts a 

yearly assessment of the quality of the service offered by its providers in the framework of the Services Agreement. 

The ComEx is responsible for reporting to the Board of Directors at least on a quarterly basis and on an ad-hoc basis 

as required by the business needs. It further proposes strategies and budgets to the Board of Directors. The ComEx 

shall have at least two (2) members, including the Chief Executive Officer. The ComEx has signatory authority for the 

company within the mandate given by the Board.  

 

The governance arrangements under which LuxCSD BoD and ComEx operate are the following:  
 

• the Articles (in particular the Articles 7 to 10 of the updated Articles of Association of LuxCSD) The BoD, 

which is appointed by the general meeting, is vested with the broadest powers to perform all acts of 

administration and disposition necessary or useful to accomplish the LuxCSD’s interests. Therefore, it 

administers the company and can delegate the day-today management to the ComEx. The ComEx 

determines and co-ordinates the day-to-day business of LuxCSD and also represents LuxCSD. The ComEx 

reports to the BoD.  

• the internal rules and regulations (the “IRR”) applicable to the BoD and to the ComEx The IRRs are defining 

the structure under which the BoD and the ComEx respectively operate. They are determining the terms of 

the corporate mandates at the level of the BoD and the ComEx, they define the main areas of responsibilities 

allocated to the managers of the company. They include (1) the role and composition of the BoD and the 

committees (e.g., sections 4 and 7 of the BoD IRRs), (2) the daily management and senior management 

structure (e.g. sections 5 and 6 of the BoD IRRs), (3) the reporting lines between the ComEx and the BoD 

(e.g., section 6 of the BoD IRRs), (4) the ownership structure (e.g., section 2 of the BoD IRRs), (5) procedures 

for the appointment of the BoD and the ComEx (e.g., section 4 of the BoD IRRs for the BoD).  

• Internal policies Processes for ensuring performance accountability are defined in the respective IRRs and  

also in internal policies. Furthermore, the design of the risk management and internal controls are defined 

in the corresponding risk management, internal audit and compliance policies/charters in order to provide 

clear and direct lines of responsibilities and accountability for key functions.  
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Accountability 
 

LuxCSD is accountable to 
 

• its shareholder.  

LuxCSD is fully owned by Clearstream International (100%).  

Major decisions are communicated to the LuxCSD shareholder through the Board of Directors in the 

LuxCSD General Meeting. 
 

• the Luxembourg authorities in accordance with the law applicable to commercial companies dated 10 

August 1915 as amended (Articles 67 to 71 of the said law, hereinafter referred to as the “Company Law”) 

and its Articles. 
 

LuxCSD cooperates with Luxembourg regulators, i.e, the CSSF and BcL in many areas, a few examples are 

listed below:  

• when developing new products;  

• when performing regulatory audits; 

• when assessing impacts and progress of forthcoming regulatory projects.  
 

• its customers pursuant to the provisions of its General Term and Conditions 

Any important decisions as well as changes in custody, clearing and settlement information, changes in 

taxation, fees and charges, and other information about forthcoming changes in the markets served LuxCSD 

products and services are communicated to market participants via market and product updates. Market 

and product updates are available via information bulletins on LuxCSD’s website. 

 

LuxCSD discloses information about its governance structure publicly via the Company Governance section of its 

website (http://www.luxcsd.com/luxcsd-en/about-luxcsd/companygovernance/companygovernance). 

 

The Information disclosed in this section includes:  
 

• The company’s operational structure; 

• The company’s shareholding structure;  

• The names and titles of the members of its BoD and the IRR of the BoD; 

• The names and titles of its ComEx members and the IRR of the ComEx; 

• The roles and functioning of committees. In accordance with CSDR, LuxCSD has implemented an Audit 

Committee, a Risk Committee, a Remuneration Committee and a User Committee. 

 

The rights and obligations of LuxCSD’s customers and LuxCSD’s duties are determined in Governing Documents, 

which include, but are not limited to, GTCs and the Customer Handbook. These documents are made available 

publicly online in the “Key Documents” section of the LuxCSD website at www.Luxcsd.com. Specific services provided 

by LuxCSD (for example, for issuer and issuance agreement) are the object of the Specific Agreements agreed upon 

between LuxCSD and its customers. 

 

 As an authorised CSD under CSDR, LuxCSD is supervised by the CSSF, (www.cssf.lu) and complies with financial, 

legal, regulatory and statutory reporting banking requirements as specified in the law on the financial sector (as 

subsequently amended) of 5 April 1993. As a Securities Settlement System in which the Luxembourg Central Bank 

(Banque centrale du Luxembourg, BCL, www.bcl.lu) participates, LuxCSD is supervised by BcL, reports according to 

and complies with rules and recommendations by BcL (especially relating to systemic risks).  

Changes to the governance of LuxCSD are communicated to the CSSF and BcL.  

 

The Articles of LuxCSD are publicly available at the Trade and Companies Register of Luxembourg and on the website 

of the official gazette of Luxembourg (www.legilux.lu). Changes to the governance of LuxCSD are approved by a 

decision of the shareholders (Article 51 of the Company Law). 

 

Suitability Assessment of ComEx and BoD members 
 

LuxCSD adopted the policy for the assessment of the suitability of members of the Board of Directors and the Comité 

Exécutif as well as key function holders. The objective of the policy is to ensure that members of management bodies 

and key function holders of the effected companies are suitable in terms of reputation, experience and governance 

criteria stipulated in the EBA guidelines on the assessment of the suitability of members of the Board of Directors 

and the Comité Exécutif. 

http://www.luxcsd.com/luxcsd-en/about-luxcsd/companygovernance/companygovernance
http://www.luxcsd.com/
http://www.cssf.lu/
http://www.bcl.lu/
http://www.legilux.lu/
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The objective of the Policy is to ensure: 
 

1.  that (prospective) Members of the Management Body and Senior Management of LuxCSD are suitable in terms of 

reputation, honesty, and integrity, knowledge, skills, experience and independence; 

2. that the Management Body of LuxCSD is collectively suitable, namely that the Management Body shall have an 

appropriate mix of skills, experience and knowledge of the entity and of the market; as stipulated in Art. 27 of 

the Regulation No 909/2014 (EU) of 23 July 2014 on improving settlement in the European Union and on central 

securities depositories (‘’CSDR’’). 

 

The assessment of the individual suitability of the members of the Management Body and of the Senior Management 

and of the collective suitability of the Management Body is initiated by the chairperson of the Board of Directors. 

He/she is supported by Regulatory Governance and Legal upon request. The suitability decision is made by the Board 

of Directors. The suitability assessment for members of the Management Body and Senior Management will be 

initiated in the following situations: 

  

• when LuxCSD is applying to be authorised as financial institution or Central Security Depository;  

• when new members of the Management Body and Senior Management have to be appointed;  

• whenever appropriate, e.g., change regarding the scope or nature of the mandate or negative event 

regarding the reputation, in relation to appointed members of the Management Body and Senior 

Management; and  

• as part of the periodical re-assessment as described in section 4 of this policy. 

 

The assessment should be done before the member of the Management Body or Senior Management takes up his 

or her position. If this is not possible for exceptional reasons (e.g., when shareholders nominate and appoint 

members of the Management Body at the shareholder’s meeting that have not been proposed by the Management 

Body, or if a complete suitability assessment prior to the appointment of a member would disrupt the sound 

functioning of the Management Body) the assessment should be completed as soon as practicable, but in any event 

within one month after the appointment. The assessment of the collective suitability of the Management Body will 

be initiated in the situations stated above and additionally in the following situations:  
 

• when members of the Management Body have to be re-appointed, and the requirements of the position 

have changed, or the members are appointed to a different position within the Management Body;  

• when members cease to be members of the Management Body; and  

• whenever appropriate, e.g., material change to LuxCSD’s business model, risk appetite or strategy. 

 

A suitability re-assessment is performed at least every 2 years. The results shall be documented. Where a re-

assessment is triggered by a specific event, LuxCSD may focus on the triggering event, i.e., where certain aspects 

have not changed, these can be omitted from the assessment.  

 

When re-assessing the suitability, the individual or collective performance shall also be considered. When re-

assessing the individual or collective performance of the members of the Management Body or Senior Management, 

the members of the Management Body shall consider in particular:  
 

• the efficiency of the Management Body’s or Senior Management’s working processes, including the 

efficiency of information flows and reporting lines taking into account the input from internal control 

functions and any follow-up or recommendations made by those functions; 

• the effective and prudent management of LuxCSD, including whether or not the Management Body or Senior 

Management acted in the best interest of the institution;  

• the ability of the Management Body or Senior Management to focus on strategically important matters;  

• the adequacy of the number of meetings held, the degree of attendance, the appropriateness of time 

committed and the intensity of members’ involvement during the meetings;  

• any changes to the composition of the Management Body or Senior Management and any weaknesses with 

regard to individual suitability and additionally any weaknesses with regard to collective suitability in the 

case of any changes to the composition of the Management Body, taking into account the business model 

and risk strategy and changes thereof; 

• any performance objectives set for LuxCSD and the Management Body or Senior Management 

• the independence of mind of members of the Management Body or Senior Management, including the 

requirement that decision making is not dominated by any one individual or small group of individuals and 

the compliance of members of the Management Body or Senior Management with the conflict of interest 

policy; 

•  the degree to which the composition of the Management Body or Senior Management has met the 

objectives set in LuxCSD’s diversity policy; 
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• any events that may have a material impact on the individual or collective suitability of the members of the 

Management Body or the individual suitability of Senior Management, including changes to LuxCSD’s 

business model, strategies and organisation. 

 

Control Framework 
 

The ComEx is responsible for the review of internal polices and control procedures. An effective Internal Control 

System (ICS) is a fundamental component of the overall risk management culture and of corporate governance. It 

consists of safeguards and controls embedded in the organisational structures, in particular within the business 

processes, to ensure that business processes and activities run in an orderly fashion and minimise risks. Thus, the 

design and implementation of an effective ICS is vital for managing risks, preventing material losses, and achieving 

its corporate goals/business strategy and safeguard its continued existence.  

 

The ICS approach applies to all business activities of LuxCSD. In accordance with the ICS approach, the duties of 

senior management of LuxCSD, comprise, inter alia, analysing and assessing the risk of the business process, 

implementing adequate safeguards and controls within the business processes, monitoring the application of 

safeguards and controls, reporting promptly if material shortcomings in the ICS have been identified and ensuring 

awareness of the employees regarding the ICS.  

 

The BoD of LuxCSD has approved the Deutsche Börse Group ICS policy which recognises the Integrated Framework 

2013 of the Committee of Sponsoring Organizations of the Treadway Commission (COSO) as a leading framework for 

designing, implementing, and conducting internal control and assessing the effectiveness of internal controls. COSO 

outlines the components, principles, and factors also necessary to effectively manage its risks and controls to 

accomplish objectives, which it applies to all processes of LuxCSD, including the processes outsourced to third 

parties, since the risks remain with the risk owner. Some key aspects of internal control that are applicable to 

LuxCSD are:  
 

• Integrity and ethical values;  

• Segregation of duties;  

• Policies, standards and procedures (including sound administrative and accounting procedures);  

• Definition of coherent objectives defined by the ComEx;  

• Definition of authorisation levels; and 

• Management information and control systems.  

 

In addition, the three lines of defence model provides a common approach to enhance communications on risk 

management and control by clarifying essential roles and responsibilities. The three lines of defence model 

addresses how specific duties related to risk and control are assigned and coordinated. The three lines of defence 

are described below. 

 

First line of defence: Functions that own and manage risks (Business Lines).  

 

Second line of defence: Functions that oversee risks, i.e., the various control functions which support and advise the 

first line and senior management and the Board of Directors of LuxCSD. LuxCSD has appointed a Chief Compliance 

Officer, a Chief Risk Officer, a Chief Technology Officer, and experts (e.g., the data protection officer, as well as the 

information security officer).  

 

Third line of defence: Function that provides independent assurance, i.e., the Internal Audit function. LuxCSD has 

appointed a Chief Internal Auditor who provides senior management and the Board of Directors of LuxCSD with 

reasonable assurance of the adequacy and effectiveness of the risk management and control framework. Internal 

Audit follows the market and product processes, as well as the support services, ensuring that common standards 

of control are applied across all processes. Audits are conducted within the areas relevant for the defined process. 

The Chief Internal Audit Officer has direct access to and reports directly to the Board of Directors and the Audit 

Committee. LuxCSD has outsourced most of its operations, as well as the functions in the second and third line of 

defence and support functions (e.g., human resources). The primary service providers are Clearstream entities, i.e., 

Clearstream Banking S.A. (‘’CBL’’) and Clearstream Services S.A. (‘’CS’’). Consequently, there is a high level of 

interconnectedness with Clearstream Group. It should be noted that the ICS framework as outlined above is 

applicable groupwide.  

 

To strengthen the direct oversight of outsourced activities and the performance of the Chiefs for Risk, Compliance, 

Internal Audit and Technology, LuxCSD has established a Corporate and Outsourcing Monitoring Team. This team 

oversees monitoring the service performance and escalation to senior management in case of any deficiency in the 

service provision. Key Performance Indicators (KPIs) are in place regarding all outsourced services. Services which 
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are outsourced to third parties other than Clearstream entities are also subject to outsourcing monitoring by 

LuxCSD. This is the case, for example, for the third-party outsourcing to T2S (settlement services). In all cases, the 

results of the controls are evaluated and reported to the ComEx. The BoD and the Risk and Audit Committees are 

kept informed of these results by the ComEx and by the respective Chiefs.  

 

Risk Management Framework  
 

It is LuxCSD’s intention to confine risk to an appropriate and acceptable level. Risk management is a fundamental 

component of the management and control of LuxCSD. Effective and efficient risk management is vital to protect the 

interests of the stakeholders in LuxCSD and enables the company to achieve its corporate goals, while safeguarding 

its continued existence. LuxCSD has therefore established a risk management system comprising roles, processes, 

and responsibilities applicable to all staff and organisational units of the company, including the outsourced activities 

of LuxCSD. This ensures that emerging risks are identified and managed as early as possible.  

 

LuxCSD’s risk strategy ensures that the execution of the business strategy systematically includes the identification, 

assessment, monitoring and mitigation of possible risks and the implementation of mitigating controls. It ensures 

and enables the timely and adequate control of risks. The risk strategy is reviewed annually and approved by the 

Board of Directors and the Comité Exécutif of LuxCSD. The main part consists of the risk strategy statement, the risk 

management approach and risk types which are quantified in the risk appetite framework based on tools and 

concepts used to manage risk.  

 

The BoD of LuxCSD holds the final responsibility for managing the company’s risks. The ComEx is responsible for 

the daily management and coordination of risk management related activities. The members of the BoD of LuxCSD 

ensure that the risk strategy is integrated into the business activities throughout the organisation and that adequate 

measures are in place to implement the strategies, policies, and procedures. To comply with the [4] requirements 

of CSDR and the related technical standards, LuxCSD constituted the Risk Committee in January 2018, which 

provides advice to the BoD on the current and future risk of the company. The organisation of LuxCSD’s second line 

support from risk management is decentralised, in line with the outsourcing structure in collaboration with the 

Clearstream group of companies. The Chief Risk Officer of LuxCSD reports regularly and, when necessary, ad-hoc 

to the ComEx, the Board of Directors and the Risk Committee.  

 

The Deutsche Börse Group Risk Management Policy, which has been approved by the Board of LuxCSD as applicable, 

determines the five key processes of the risk management framework. These key processes are: risk identification, 

risk notification, risk assessment, risk control/migration and risk monitoring/reporting. The risk management 

framework aims at ensuring that all threats, causes of loss and potential disruptions are, properly identified as soon 

as possible, centrally recorded, assessed (that is, quantified in financial terms to the largest possible extent), 

controlled and reported in a timely manner and consistently, together with suitable recommendations to the BoD 

and ComEx.  

 

Several procedures are in place which implement the risk management framework in terms of processes, roles and 

responsibilities and which document how different areas within the 1st and 2nd line of defence work together and 

define roles and responsibilities. Add related link to description of the lines of defence. This includes the Group Risk 

Management Procedure, as well as several other procedures which provide a deeper overview of the risk framework 

and standards to ensure the sustainability of LuxCSD and thereby smooth and efficient market operations (e.g., 

“Guidelines on risks posed to us”).  

 

There are also specific procedures and reports in place to ensure key risks incurred by the company are completely 

and adequately identified, measured, monitored, managed, and reported to BoD and ComEx of LuxCSD. In this 

context reference is made to the Operational Risk (OpRisk) Procedure for operational risk which defines the 

approach and the major instruments applied within the process of OpRisk management on a high level. Additional 

guidance on the approach is given in the Handbook Operational Risk. The following tasks are described across the 

different roles (including about the outsourced business activities of LuxCSD):  
 

• Each individual employee: supports the Risk Owner, OpRisk Representative and Risk Management. He/she 

performs or supports the collection or event data and key risk indicators as well as provides additional 

expertise area. 

• OpRisk Representative: performs the day-to-day risk oversight and evaluation within the assigned area. 

• Risk Owner: responsible to manage and mitigate operational risk within the assigned area.  

 

 

Internally encountered operational risk events are captured and analysed as to the root cause in order to determine 

any mitigating actions to be taken. A high quality and the completeness of the data collection are key factors to 
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achieve the goal of an effective and efficient management of operational risk. Any operational risk scenarios which 

are identified, are analysed for internal risk management purposes by LuxCSD. It should be noted that LuxCSD’s 

regulatory capital requirements are calculated according to the basic indicator approach (i.e., 15% of the three-year 

average of gross revenues less volume related cost and the net interest income according to the rules as defined in 

Articles 315 and 316 CRR).  

 

Business risk reflects sensitivity to macroeconomic evolution and vulnerability to prevent risk arising from external 

threats, such as the regulatory or political environment or regulatory changes. The detailed description [5] of the 

approach applied with the framework of business risk management for LuxCSD is laid down in a business risk 

handbook. 

 

 The exposure to financial risk is not significant in the case of LuxCSD, because LuxCSD does not have positions in 

derivatives, long settlement transactions and no exposure towards counterparty credit risk. Finally, LuxCSD is not 

exposed to liquidity risk, because it doesn’t offer cash management or credit services to its participants.  

 

To sum up, LuxCSD encourages risk awareness and a corresponding risk-conscious culture, amongst other things, 

through appropriate organisational structures and responsibilities, adequate processes, and the knowledge of each 

employee.  

 

Compliance Framework  
 

The LuxCSD Compliance Charter (hereinafter “the Charter”) defines the roles and responsibilities of the Compliance 

function within LuxCSD, as well as its relationships with the ComEx, the Board of Directors (BoD) and the business 

and operational functions. It defines the mission of the compliance function as to supporting the management of the 

company to comply with applicable law and regulation, fulfilling regulatory obligations towards customers and 

supervisors, and protecting the integrity of the markets it serves.  

 

In the structure in place, the Chief Compliance Officer, who also acts as the responsible Anti-Money Laundering 

Officer of the firm, is the individual appointed directly by the firm to manage the Compliance function, maintaining 

oversight over compliance, anti-money laundering and antiterrorist financing arrangements and related matters. 

The Charter lists the details of the Compliance function within the scope of its defined mission, installs its 

independence from any other operational function and its direct reporting to the Board of Directors and the Audit 

Committee. It defines its relationship with the other business and central functions and defines General Principles 

as to its access to information, reporting to authorities, cases and findings management, recourse to external 

experts and possible delegation of some of its tasks, but not responsibility, within LuxCSD and/or to other entities of 

the same Group, subject to appropriate documentation. The Charter remains a living document that is updated in 

regular intervals to take account of changes to applicable laws and regulation. 

 

Proximity to the markets in its network 
 

In order to meet the objectives of sustainable growth and market leadership in a post-T2S environment, LuxCSD is 

adapting by improving its proximity to the markets in its network. Improving market proximity means establishing 

closer strategic partnerships with local agents for asset servicing purposes. This will ensure that our service offering 

continues to meet the highest industry standards in terms of reliability, quality, and efficiency of services.  

 

LuxCSD has multiple stakeholders, which can be broadly categorised into three groups as follows: 

 

Stakeholders to whom LuxCSD provides a service, i.e.: 

• Issuers 

• Issuer agents (LuxCSD Principal Agent, LPA) 

• Customers 

• Other CSDs 

 

Stakeholders who provide a service to LuxCSD, i.e.: 

• Transfer Agents  

• SWIFT 

 

Existing relationships with Clearstream, as the main service provider, CSDs, TAs and connectivity providers are 

reviewed on an ongoing basis, based on LuxCSD's continuous oversight of market developments in the areas of 

procedures, practices, regulations, or other infrastructure related developments. In addition to periodic visits 

according to defined schedules, LuxCSD may also choose to visit a supplier at any time to review the relationship 
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and ascertain that all governing documents remain relevant to the activities and regulations of the market or request 

that the supplier visit LuxCSD’s premises. The service definition statement LuxCSD contracts with its suppliers is 

reviewed and updated as and when necessary, on average this is done on an annual basis. 

Additionally, the LuxCSD User Committee is composed of representatives of issuers and customers to advise the 

Board independently from any direct influence by the management of LuxCSD. The User Committee consults with 

and makes recommendations to the Board of Directors with respect to relevant matters, which are the following: 

• The Committee advises the Board of Directors on key arrangements that impact on its members, including 

the criteria for accepting issuers or participants in their respective securities settlement systems and on 

service level; 

• The Committee may submit non-binding opinions to the Board of Directors, containing detailed reasons 

regarding the pricing structures of LuxCSD. 

Stakeholders involved in the formation of the legislative and regulatory framework in which LuxCSD operates include 

the following: 
 

• Market associations; 

• National governments; 

• Eurosystem; 

• Supranational legislative bodies (such as the EU Commission); 

• LuxCSD’s regulators. 

 

Via the Clearstream group or directly, LuxCSD is represented in a high number of market organisations globally, 

through which it is able to identify and take into consideration a wide range of stakeholders’ interests, and in so doing 

take their interests into consideration in the design, rules and strategy of the company. This effort goes hand-in-

glove with an increased representation of DBAG in both Berlin and Brussels to inform the European legislative 

process. 

 

Examples of such organisations are the following: 
 

• International Capital Markets Association (ICMA); 

• International Securities Services Association (ISSA); 

• International Capital Markets Services Association (ICMSA); 

• International Securities Market Advisory Group (ISMAG); 

• Securities Market Group (SMPG); 

• Society for Worldwide Interbank Financial Telecommunications (SWIFT); 

• Association of National Numbering Agents (ANNA). 

 

LuxCSD additionally contributes to financial stability by bringing its expertise to the table to benefit industry and 

regulatory discussions on post trade activity. In this context, LuxCSD is represented in national and European market 

organisations, through which it is able to identify and take into consideration a wide range of stakeholders’ interests, 

and in so doing take their interests into consideration in the design, rules and strategy of the company. This effort 

goes hand-in-glove with an increased representation through Clearstream on a global level. 

 

Examples of associations where LuxCSD is active are the following: 
 

• LuxCSD is a member of ECSDA (the European CSD Association); 

• National User Group (NUG); 

• Institut Luxembourgeois des Administrateurs (ILA); 

• Association of the Luxembourg Fund Industry (ALFI); 

• Association des Banques et Banquiers de Luxembourg (ABBL); 

• Luxembourg Capital Markets Association (LuxCMA); 

• T2S Governance Bodies – CSD Steering Group; 

• ECB’s Advisory Group on Market Infrastructure for Securities and Collateral (AMI-Seco). 

 

Finally, LuxCSD additionally consults and, in accordance with CSDR, obtains approval from its regulators before 

making significant changes to its governance, rules and procedures and service offering. 
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Principle 3: Framework for the comprehensive management of risks 

Principle 3: Framework for the comprehensive management of risks 
 

An FMI should have a sound risk-management framework for comprehensively managing legal, 

credit, liquidity, operational, and other risks. 

 

Key consideration 1: An FMI should have risk-management policies, procedures, and systems that enable it to 

identify, measure, monitor, and manage the range of risks that arise in or are borne by the FMI. Risk-management 

frameworks should be subject to periodic review. 

Key consideration 2: An FMI should provide incentives to participants and, where relevant, their customers to 

manage and contain the risks they pose to the FMI. 

Key consideration 3: An FMI should regularly review the material risks it bears from and poses to other entities (such 

as other FMIs, settlement banks, liquidity providers, and service providers) as a result of interdependencies and 

develop appropriate risk- management tools to address these risks. 

Key consideration 4: An FMI should identify scenarios that may potentially prevent it from being able to provide its 

critical operations and services as a going concern and assess the effectiveness of a full range of options for recovery 

or orderly wind-down. An FMI should prepare appropriate plans for its recovery or orderly wind-down based on the 

results of that assessment. Where applicable, an FMI should also provide relevant authorities with the information 

needed for purposes of resolution planning. 

 

Effective and efficient risk management is fundamental to safeguarding LuxCSD’s interests (both in terms of 

corporate goals and continued existence). Therefore, LuxCSD has established a comprehensive risk management 

framework in terms of processes, roles and responsibilities applicable to all staff and organisational areas including 

the outsourced activities of LuxCSD to ensure that risk development can be identified and dealt with at an early stage.  

The risk management framework of LuxCSD aims to ensure that all threats as well as causes of loss and potential 

disruption are properly and timely identified, centrally recorded, assessed (quantified in financial terms to the 

greatest extent possible) and that the most adequate treatment is applied. Assessments, recommendations, and risk 

reports are provided regularly to the Company’s governing bodies.  

 

The LuxCSD risk strategy is approved by the Board of Directors and the ComEx. The strategy is updated annually and 

in line with the update of the overall business strategy of LuxCSD. The LuxCSD risk strategy is updated annually and 

approved by the Board of Directors.  

 

The ComEx is responsible for the daily management of risks as per the Internal Rules and Regulations of the 

Company. The ComEx members perform the first line roles of Risk Owner, Risk Representative, and Information 

Owners for the Company.  

 

The oversight and controls of LuxCSD’s activities, whether performed directly or via the outsourcing agreements, 

are monitored by the Corporate and Outsourcing team, comprised of four persons. The Company holds regular 

Outsourcing Governance and Material Change Committee meetings wherein the chiefs and specialists assess risks 

and make recommendations to the ComEx for outsourcing materiality and change related decisions. The LEI 

operations team is comprised of eight staff and a full time Unit Head.  

 

LuxCSD has outsourced most of its CSD operations, as well as some of the functions in the second line of defence, 

and support functions to Clearstream and Deutsche Börse. Therefore, LuxCSD relies on the internal control system 

and risk management framework of Clearstream and Deutsche Börse Group. The companies that provide business 

services to LuxCSD are responsible for identifying risks and for reporting them promptly to the Risk Management 

function.  

LuxCSD has implemented controls to ensure the second line Chiefs for Risk, Compliance, Technology, Information 

Security and the Data Protection Officer and staff exercise their functions as per the inter-company contractual 

agreements, approved policies, and regulatory requirements. In addition, a Cloud Officer was approved in 2020 to 

ensure regulatory compliance for new technologies being introduced by the DBG Group. The Chief Internal Auditor, 

a third line of defence, coordinates the independent assessments of the chiefs and activities of the Company to 

monitor adequacy of risk control and management functions. The result of these audits is also fed into the SAP Group 

Risk Control Management System (SAP GRC).  

 

The reports of the Chiefs and experts are submitted to LuxCSD’s committees and management bodies of the 

Company on a regular basis or ad hoc should a specific concern arise. Key performance indicators (KPIs) are also 



18 

 

Confidential 

collected by LuxCSD’s Corporate and Outsourcing monitoring team and reviewed by the ComEx to identify 

performance issues and/or risks related to the outsourcings.  

 

The Risk Management function assesses all new and existing risks. The LuxCSD Chief Risk Officer (CRO) has a direct 

reporting line to the Board of Directors and is a permanent guest of the LuxCSD Risk Committee. The CRO oversees 

the annual risk assessments and reports at least semi-annually, if necessary, ad-hoc to the ComEx and Board. Risk 

control in the insourcing Clearstream operational units was enhanced by nominating ‘Operational Risk 

Representatives’, who are responsible, as mentioned above, for identifying, notifying and controlling any risk in their 

area whereas the Risk Management function is responsible for the assessment and reporting of risks.  

This second line of defence, following the updated, group wide Internal Controls System (ICS) Policy of 2019, supports 

the reporting covering all areas where risk might occur. The ICS Policy is based on the recognised standards of the 

Committee of Sponsoring Organisations of the Treadway Commission (COSO) framework.  

 

LuxCSD’s approach to risk management aims to ensure that the execution of the business strategy includes the 

identification, assessment, monitoring and mitigation of possible risks and controls. Information Security (IS) risks 

are managed according to the Information Security Policy and standards to protect information assets in terms of 

safety, integrity, confidentiality, authenticity, and availability. IS risk management tasks and procedures are based 

on the requirements published as the ISO 27000-standard-series for information security management systems.  

 

The Internal Audit function is outsourced to Clearstream Banking. With a LuxCSD Board approved audit plan, their 

performance of the independent audits ensures the adequacy of risk control and management functions is 

monitored. The result of these audits is provided in regular meetings to the LuxCSD ComEx, Board and the Audit 

Committee. They are also fed into the SAP GRC risk management system.  

 

Risk Management Key Documents 
 

The following documents are the key documents in place which form an integral part of the LuxCSD risk management 

framework: 
 

• LuxCSD Risk Strategy;  

• Group Risk Management Policy;  

• GRM procedure;  

• Operational Risk Procedure;  

• Handbook Operational Risk;  

• LuxCSD Business Risk Handbook; 

• Guideline on Risks posed to us; 

• Guideline on Risks posed to others. 

 

The aim of the risk management framework of LuxCSD (thereafter the “CSDs)” is to set adequate and comprehensive 

risk management standards to ensure the sustainability of the LuxCSD’s operations and thereby smooth and efficient 

market operations.  

 

This framework ensures that LuxCSD is: 
 

• able to identify, measure, monitor, manage and report risks that may be posed to it, as well ensuring that 

the risks it poses to others are limited.  

• applying appropriate risk control and monitoring measures to safeguard the integrity of financial markets 

and limit potential exposures and systemic risks. 

 

LuxCSD has put in place a wide range of internal control processes and procedures, including security, technical 

and operational organisational arrangements and risk control measures, to ensure that users and where relevant, 

their clients properly manage and address the risks they pose to LuxCSD, and assure the protection of  both LuxCSD 

itself, and the interests of the external stakeholders, i.e.: 
 

• its users and their respective clients, 

• the respective CSD links, CCPs, trading venues, payment systems, settlement banks, liquidity providers and 

investors. 
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The following risk types are identified: 

 

 
 

Operational risk 
 

Operational risk encompasses all existing and emerging risks in the context of the ongoing provision of services by 

Clearstream. In accordance with the Basel II framework, operational risk is defined as the risk of loss resulting from 

inadequate or defective systems and internal processes, from human or technical failure, from inadequate or 

defective external processes, from damage to physical assets as well as from legal risks and risks associated with 

business practices. 

 

In the context of LuxCSD as depicted in the diagram above LuxCSD distinguishes between four operational risks: 
 

• Availability risk: This risk results from the fact that resources essential to LuxCSD’s service offering could 

fail, thereby making it impossible to deliver services in a timely manner or at all. Possible triggers include 

hardware and software failures, operator and security errors, physical damage to the data centres, loss of 

buildings and non-availability of staff. 

• Service deficiency/processing errors: In contrast to availability risk, the occurrence of processing errors 

does not prevent LuxCSD from providing services to its customers. However, errors or omissions may occur 

that relate mainly to manual input and suppliers’ errors. 

• Damage to physical assets: This category includes risks due to accident and natural hazard, as well as to 

terrorism and sabotage. 

• Legal risks and risks associated with business practices: This risk from legal offences includes losses that 

could arise as a result of non-compliance or inappropriate compliance with new or existing laws, losses 

from inadequate contract terms or from court decisions not adequately observed in customary business 

practice, as well as risks from fraud. 

 

Operational risks that LuxCSD does not want to accept and that can be insured at reasonable cost are transferred 

by contracting insurance policies. All insurance policies are coordinated centrally for the entire Deutsche Börse 

Group, thereby ensuring uniform risk/cost benefit insurance cover. 

 

Furthermore, the operational risk category covers risks that are related to outsourcing. Processes relating to 

outsourcing are set down in the DBAG Outsourcing Policy, where procedures and guidelines, legal and regulatory 

requirements relating to outsourcing are defined. At least annually, the LuxCSD Outsourcing Coordinator keeps the 

Board of Directors and the Risk Management department informed on the status of outsourced services and the 

quality of the services performed. The reporting from the outsourced services are then included in an appropriate 

manner in the operational risk management framework of LuxCSD included and the Clearstream group as a whole. 

 

Finally, it should be noted that the capital requirements for operational, legal and custody risks are calculated based 

on the basic indicator approach as per articles 315 and 316 of Regulation (EU) 575/2013 CRR. 
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Financial risk 
 

Financial risk comprises credit risk, market risk and liquidity risk. It should be noted that liquidity risk is not relevant 

for LuxCSD’s business model, because LuxCSD does not provide any cash management or credit services. 

Market risk can arise because of fluctuations in interest rates, foreign exchange rates or through corporate 

transactions. As LuxCSD does not have any long positions in foreign currencies, no capital requirement is calculated 

for market risk. 

As far as credit risk is concerned, LuxCSD does not provide any cash management or collateral management 

services. Consequently, this type of risk is only relevant with regard to the credit risk LuxCSD accepts on the banks 

where it maintains cash accounts for own funds. This risk is deemed to be low due to the good quality of LuxCSD’s 

counterparts.  

 

Business Risk 
 

Business risk reflects sensitivity to macroeconomic evolution and vulnerability to preventing risk arising from 

external threats, such as regulatory adjustments or changes in the competitive, macroeconomic, regulatory, or 

political environment, regulatory changes or internal weaknesses. This may be translated into a potential revenue 

decrease and a cost increase as compared to the planned revenue and costs. 

 

For the relevant business risks, a scenario analysis method is use with the objective of: 
 

• documentation and assessment of the business risk and major potential events; 

• establishing a sound basis for risk management, i.e., determining likelihood and effect of potential generic 

events; 

• allowing a follow-up on the success of implemented measures; 

• inclusion of macroeconomic and regulatory environment, as well as internal factors.  

 

The identified scenarios, as well as the methodology underlying the business risk framework are documented in the 

LuxCSD Business Risk Handbook, which is reviewed on an annual basis. 

 

Risk Management Systems 
 

To be able to duly identify, measure, monitor, manage and enable reporting on the risks LuxCSD faces or poses to 

other entities several systems and data sources are used for the different risk categories. The internal processes 

for operational and business risk are based upon several IT systems and data sources used. These mentioned 

systems and data sources are used to support the risk processes driven by Clearstream Risk Management 

throughout. The definition and internal usage of those individual and dependant systems used within the Clearstream 

Risk Management procedures and regular processes are described below: 

 

IT systems supporting the “Operational Risk” type:  

 

AVANON Database:  

Storage for internal loss data and (key) risk indicators. The data collection process is aligned with the overall risk 

framework and consists of consecutive steps including the identification of OpRisk events, the notification across 

legal entities, the assessment of the relevant data, the mitigating actions and monitoring/reporting of OpRisk events. 

The data for event losses, collected from the claims system throughout the operational levels, as well as the (key) 

risk indicators are stored in the internal database AVANON.  

 

Key benefits:  
 

• Internal Losses: the AVANON database allows the Risk Management function to have an up-to-date view on 

all materialised and potential internal losses of LuxCSD/Clearstream. The system has a high number of 

data fields (date of occurrence, contact person, amount, provision, status of the loss, root cause, area of 

accountability, etc..). This allows the Risk Management function to have access and export in a quick and 

user-friendly way the set of data of interest for further analysis. 

• Key Risk Indicators: the tool allows the Risk Management function to keep track of the entire dataset of 

Risk Indicators in place for LuxCSD. The tool has an alert functionality whenever a threshold breach is 

recorded. Whenever a threshold breach is recorded an explanation shall be provided in a dedicated 

comment box.  

 

It should be noted that the AVANON database is relevant for LuxCSD for the outsourced services. 

Furthermore, LuxCSD uses operational risk scenario for management purposes. As indicated above, the capital 
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requirements for operational, legal and custody risks are calculated based on the basic indicator approach as per 

articles 315 and 316 of Regulation (EU) 575/2013 CRR. 

 

Lotus Notes:  

Storage for external loss data and scenario documents LuxCSD has implemented a scenario analysis method, i.e. a 

structured form of assessing the bank’s operational risk based on statistical models combined with experts’ 

knowledge. Scenario analyses are carried out regularly, at least annually, and involve all organisational units of 

LuxCSD.  

 

Furthermore, additional generic scenario analyses could be carried out for those risk drivers that change 

significantly during the year, e.g. following the implementation of efficient mitigation measures or because of newly 

introduced processes or products implicating a major change in the OpRisk level, or following new extreme internal 

or external loss events. Both, external loss data and scenario data are stored in different databases, which are 

founded in a Lotus Notes database.  

 

Key benefits:  
 

• External losses: quick export functionalities, filtering based on a several parameters, and link of external 

loss event to Operational Risk Scenarios. 

• OpRisk Scenario Database: storage of OpRisk documents, export functionality, filtering of OpRisk scenario 

by Risk Class, approver, and others. Furthermore, the tool records all history of changes on a specific 

OpRisk scenario, it allows to have in place a formal approval process and a related alert functionality in 

case of delays on the approval flow.  

 

Incident notification mailbox for internal incident reports:  

 

The incident notification mailbox allows the Risk Management function to be quickly notified whenever an incident 

would occur. Furthermore, through this mail channel, Risk Management regularly receive data from different 

operational units. The incident reports Production Event Reporting Log (PERL)/ Production Issue Log System (PILS) 

are a key source of operational risk related data e.g. the PILs reporting provides consolidated information of all 

incidents, which impacted LuxCSD/Clearstream Business processes. It reports incidents from low (blue) to very high 

(red) criticality. 

 

Consequently, the incident notification mailbox functions as a central repository for production events and production 

incidents. This repository is used by the risk management function to have access to incident data occurred, to follow 

up and perform afterwards risk assessments. As a matter of fact, information stored in the Incident notification 

mailbox are summarized and documented in a risk report, which is issued on a monthly basis which is called 

“Monthly Pre-Analysis”.  

 

IT systems supporting the “Business Risk” type:  

 

For the quantification of its Business Risk, LuxCSD uses an Excel VBA based tool (The Local Application) to evaluate 

the likelihood of a loss event and its potential losses in multiple scenarios.  

 

The Local Application uses business risks and its probabilities as its inputs factors in the model and calculates the 

risk distribution based on binomial probability distribution. A minimum threshold of loss is additionally provisioned 

into the model. It uses these inputs to calculate the post and cumulative probability of all probable combinations of 

loss events to finally aggregate the clusters of events into sub-scenarios.  

 

Recovery Plan 

 

LuxCSD distinguishes between requirements for a recovery plan (near-default situation) and restructuring and wind-

down plan (solvent wind-down). The recovery plan and restructuring and wind-down plan serve the purpose to list 

available actions to overcome financial and operational problems with the potential to undermine the sustainability 

of the business. LuxCSD developed a recovery plan and a restructuring and wind-down plan, in which critical 

operations and services were identified. 

 

LuxCSD has identified its critical functions in accordance with Directive 2014/59/EU. A function was classified as 

‘critical’, when the discontinuance of the function was likely to lead to the disruption of services that are essential to 

the real economy or to disrupt financial stability in one or more member states and when the function cannot be 

adequately substituted, i.e. other market participants are not able or willing to take over the functions provided by 

LuxCSD in an adequate timeframe. 
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The recovery plan of LuxCSD assesses different potential stress scenarios with a focus on LuxCSD’s main risk 

drivers. In general, because of the specific business model of LuxCSD and the risk mitigating measures in place, 

only one scenario was identified which would cause a near-default situation, namely the scenario of a severe 

operational loss.  

 

To ensure a resolvability in case the near default stress scenarios occur, LuxCSD has identified and assessed several 

recovery options. The recovery options are designed to respond to financial stress scenarios and could reasonably 

be expected to contribute to maintaining or restoring the viability and financial position of LuxCSD. They include both 

measures that are extraordinary in nature as well as measures that can be taken in the course of the normal 

business of LuxCSD Additionally, in accordance with the article 47(2)a of Regulation (EU) No. 909/204 the recovery 

options ensure that LuxCSD is able the raise additional capital should its equity capital fall below the thresholds of 

the recovery indicators.   

 

The recovery plan is fully embedded into and forms an integral part of the overall risk management framework. The 

LuxCSD Chief Risk Officer is responsible for reporting to the LuxCSD ComEx all risks as well as the adequacy of 

contingency measures included in the recovery plan. 
 

• The overall responsibility for the review process lies with the ComEx of LuxCSD. 

• The review process of the recovery plan is initiated in one of the following cases: 

• Annual review of the recovery plan; 

• Significant changes in the legal or organisational structure of the CSD; 

• Significant changes with respect to the financial or the risk situation, which have essential effects on the 

recovery plan. 

 

The recovery plan is subject to internal and external audit and is sent to the BCL and the CSSF upon completion of 

each review process. 
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Principle 4: Credit risk 

Principle 4: Credit risk 
 

An FMI should effectively measure, monitor, and manage its credit exposure to participants and 

those arising from its payment, clearing, and settlement processes. An FMI should maintain 

sufficient financial resources to cover its credit exposure to each participant fully with a high degree 

of confidence. In addition, a CCP that is involved in activities with a more-complex risk profile or 

that is systemically important in multiple jurisdictions should maintain additional financial 

resources sufficient to cover a wide range of potential stress scenarios that should include, but not 

be limited to, the default of the two largest participants and their affiliates that would potentially 

cause the largest aggregate credit exposures to the CCP in extreme but plausible market conditions. 

All other CCPs should maintain, at a minimum, total financial resources sufficient to cover the default 

of the one participant and its affiliates that would potentially cause the largest aggregate credit 

exposures to the CCP in extreme but plausible market conditions. 

 

Key consideration 1: An FMI should establish a robust framework to manage its credit exposures to its participants 

and the credit risks arising from its payment, clearing, and settlement processes. Credit exposure may arise from 

current exposures, potential future exposures, or both. 

Key consideration 2: An FMI should identify sources of credit risk, routinely measure and monitor credit exposures, 

and use appropriate risk-management tools to control these risks. 

Key consideration 3: A payment system or SSS should cover its current and, where they exist, potential future 

exposures to each participant fully with a high degree of confidence using collateral and other equivalent financial 

resources (see Principle 5 on collateral). In the case of a DNS payment system or DNS SSS in which there is no 

settlement guarantee but where its participants face credit exposures arising from its payment, clearing, and 

settlement processes, such an FMI should maintain, at a minimum, sufficient resources to cover the exposures of 

the two participants and their affiliates that would create the largest aggregate credit exposure in the system. 

Key consideration 4: A CCP should cover its current and potential future exposures to each participant fully with a 

high degree of confidence using margin and other prefunded financial resources (see Principle 5 on collateral and 

Principle 6 on margin). In addition, a CCP that is involved in activities with a more-complex risk profile or that is 

systemically important in multiple jurisdictions should maintain additional financial resources to cover a wide range 

of potential stress scenarios that should include, but not be limited to, the default of the two participants and their 

affiliates that would potentially cause the largest aggregate credit exposure for the CCP in extreme but plausible 

market conditions. All other CCPs should maintain additional financial resources sufficient to cover a wide range of 

potential stress scenarios that should include, but not be limited to, the default of the participant and its affiliates 

that would potentially cause the largest aggregate credit exposure for the CCP in extreme but plausible market 

conditions. In all cases, a CCP should document its supporting rationale for, and should have appropriate governance 

arrangements relating to, the amount of total financial resources it maintains. 

Key consideration 5: A CCP should determine the amount and regularly test  the sufficiency of its total financial 

resources available in the event of a default or multiple defaults in extreme but plausible market conditions through 

rigorous stress testing. A CCP should have clear procedures to report the results of its stress tests to appropriate 

decision makers at the CCP and to use these results to evaluate the adequacy of and adjust its total financial 

resources. Stress tests should be performed daily using standard and predetermined parameters and assumptions. 

On at least a monthly basis, a CCP should perform a comprehensive and thorough analysis of stress testing 

scenarios, models, and underlying parameters and assumptions used to ensure they are appropriate for 

determining the CCP’s required level of default protection in light of current and evolving market conditions. A CCP 

should perform this analysis of stress testing more frequently when the products cleared or markets served display 

high volatility, become less liquid, or when the size or concentration of positions held by a CCP’s participants 

increases significantly. A full validation of a CCP’s risk-management model should be performed at least annually. 

Key consideration 6: In conducting stress testing, a CCP should consider the effect of a wide range of relevant stress 

scenarios in terms of both defaulters’ positions and possible price changes in liquidation periods. Scenarios should 

include relevant peak historic price volatilities, shifts in other market factors such as price determinants and yield 

curves, multiple defaults over various time horizons, simultaneous pressures in funding and asset markets, and a 

spectrum of forward-looking stress scenarios in a variety of extreme but plausible market conditions. 

Key consideration 7: An FMI should establish explicit rules and procedures that address fully any credit losses it may 

face as a result of any individual or combined default among its participants with respect to any of their obligations 

to the FMI. These rules and procedures should address how potentially uncovered credit losses would be allocated, 
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including the repayment of any funds an FMI may borrow from liquidity providers. These rules and procedures 

should also indicate the FMI’s process to replenish any financial resources that the FMI may employ during a stress 

event, so that the FMI can continue to operate in a safe and sound manner. 

 

As far as credit risk is concerned, LuxCSD does not provide any cash management or collateral management 

services. Consequently, this type of risk is only relevant with regard to the credit risk LuxCSD accepts on the banks 

where it maintains cash accounts for own funds. This risk is deemed to be low due to the good quality of LuxCSD’s 

counterparts.  
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Principle 5: Collateral 

Principle 5: Collateral 
 

An FMI that requires collateral to manage its or its participants’ credit exposure should accept 

collateral with low credit, liquidity, and market risks. An FMI should also set and enforce 

appropriately conservative haircuts and concentration limits. 

 

Key consideration 1: An FMI should generally limit the assets it (routinely) accepts as collateral to those with low 

credit, liquidity, and market risks.  

Key consideration 2: An FMI should establish prudent valuation practices and develop haircuts that are regularly 

tested and take into account stressed market conditions. 

Key consideration 3: In order to reduce the need for procyclical adjustments, an FMI should establish stable and 

conservative haircuts that are calibrated to include periods of stressed market conditions, to the extent practicable 

and prudent. 

Key consideration 4: An FMI should avoid concentrated holdings of certain assets where this would significantly 

impair the ability to liquidate such assets quickly without significant adverse price effects. 

Key consideration 5: An FMI that accepts cross-border collateral should mitigate the risks associated with its use 

and ensure that the collateral can be used in a timely manner. 

 

As far as credit risk is concerned, LuxCSD does not provide any cash management or collateral management 

services. Consequently, this type of risk is only relevant with regard to the credit risk LuxCSD accepts on the banks 

where it maintains cash accounts for own funds. This risk is deemed to be low due to the good quality of LuxCSD’s 

counterparts.  
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Principle 7: Liquidity risk 

Principle 7: Liquidity risk 
 

An FMI should effectively measure, monitor, and manage its liquidity risk. An FMI should      maintain 

sufficient liquid resources in all relevant currencies to effect same-day and, where appropriate, 

intraday and multiday settlement of payment obligations with a high degree of confidence under a wide 

range of potential stress scenarios that should include, but not be limited to, the default of the 

participant and its affiliates that would generate the largest aggregate liquidity obligation for the FMI in 

extreme but plausible market conditions. 

 

Key consideration 1: An FMI should have a robust framework to manage its liquidity risks from its participants, 

settlement banks, nostro agents, custodian banks, liquidity providers, and other entities. 

Key consideration 2: An FMI should have effective operational and analytical tools to identify, measure, and monitor 

its settlement and funding flows on an ongoing and timely basis, including its use of intraday liquidity. 

Key consideration 3: A payment system or SSS, including one employing a DNS mechanism, should maintain 

sufficient liquid resources in all relevant currencies to effect same-day settlement, and where appropriate intraday 

or multiday settlement, of payment obligations with a high degree of confidence under a wide range of potential 

stress scenarios that should include, but not be limited to, the default of the participant and its affiliates that would 

generate the largest aggregate payment obligation in extreme but plausible market conditions. 

Key consideration 4: A CCP should maintain sufficient liquid resources in all relevant currencies to settle securities-

related payments, make required variation margin payments, and meet other payment obligations on time with a 

high degree of confidence under a wide range of potential stress scenarios that should include, but not be limited to, 

the default of the participant and its affiliates that would generate the largest aggregate payment obligation to the 

CCP in extreme but plausible market conditions. In addition, a CCP that is involved in activities with a more-complex 

risk profile or that is systemically important in multiple jurisdictions should consider maintaining additional liquidity 

resources sufficient to cover a wider range of potential stress scenarios that should include, but not be limited to, 

the default of the two participants and their affiliates that would generate the largest aggregate payment obligation 

to the CCP in extreme but plausible market conditions. 

Key consideration 5: For the purpose of meeting its minimum liquid resource requirement, an FMI’s qualifying liquid 

resources in each currency include cash at the central bank of issue and at creditworthy commercial banks, 

committed lines of credit, committed foreign exchange swaps, and committed repos, as well as highly marketable 

collateral held in custody and investments that are readily available and convertible into cash with prearranged and 

highly reliable funding arrangements, even in extreme but plausible market conditions. If an FMI has access to 

routine credit at the central bank of issue, the FMI may count such access as part of the minimum requirement to the 

extent it has collateral that is eligible for pledging to (or for conducting other appropriate forms of transactions with) 

the relevant central bank. All such resources should be available when needed. 

Key consideration 6: An FMI may supplement its qualifying liquid resources with other forms of liquid resources. If 

the FMI does so, then these liquid resources should be in the form of assets that are likely to be saleable or 

acceptable as collateral for lines of credit, swaps, or repos on an ad hoc basis following a default, even if this cannot 

be reliably prearranged or guaranteed in extreme market conditions. Even if an FMI does not have access to routine 

central bank credit, it should still take account of what collateral is typically accepted by the relevant central bank, 

as such assets may be more likely to be liquid in stressed circumstances. An FMI should not assume the availability 

of emergency central bank credit as a part of its liquidity plan. 

Key consideration 7: An FMI should obtain a high degree of confidence, through rigorous due diligence, that each 

provider of its minimum required qualifying liquid resources, whether a participant of the FMI or an external party, 

has sufficient information to understand and to manage its associated liquidity risks, and that it has the capacity to 

perform as required under its commitment. Where relevant to assessing a liquidity provider’s performance 

reliability with respect to a particular currency, a liquidity provider’s potential access to credit from the central bank 

of issue may be taken into account. An FMI should regularly test its procedures for accessing its liquid resources at 

a liquidity provider. 

Key consideration 8: An FMI with access to central bank accounts, payment services, or securities services should 

use these services, where practical, to enhance its management of liquidity risk. 

Key consideration 9: An FMI should determine the amount and regularly test the sufficiency of its liquid resources 

through rigorous stress testing. An FMI should have clear procedures to report the results of its stress tests to 

appropriate decision makers at the FMI and to use these results to evaluate the adequacy of and adjust its liquidity 

risk-management framework. In conducting stress testing, an FMI should consider a wide range of relevant 
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scenarios. Scenarios should include relevant peak historic price volatilities, shifts in other market factors such as 

price determinants and yield curves, multiple defaults over various time horizons, simultaneous pressures in 

funding and asset markets, and a spectrum of forward-looking stress scenarios in a variety of extreme but plausible 

market conditions. Scenarios should also take into account the design and operation of the FMI, include all entities 

that might pose material liquidity risks to the FMI (such as settlement banks, nostro agents, custodian banks, 

liquidity providers, and linked FMIs), and where appropriate, cover a multiday period. In all cases, an FMI should 

document its supporting rationale for, and should have appropriate governance arrangements relating to, the 

amount and form of total liquid resources it maintains. 

Key consideration 10: An FMI should establish explicit rules and procedures that enable the FMI to effect same-day 

and, where appropriate, intraday and multiday settlement of payment obligations on time following any individual or 

combined default among its participants. These rules and procedures should address unforeseen and potentially 

uncovered liquidity shortfalls and should aim to avoid unwinding, revoking, or delaying the same-day settlement of 

payment obligations. These rules and procedures should also indicate the FMI’s process to replenish any liquidity 

resources it may employ during a stress event, so that it can continue to operate in a safe and sound manner. 

 

Liquidity risk is not relevant for LuxCSD’s business model, because LuxCSD does not provide any cash management 

or credit services. 
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Principle 8: Settlement finality 

Principle 8: Settlement finality 
 

An FMI should provide clear and certain final settlement, at a minimum by the end of the value date. 

Where necessary or preferable, an FMI should provide final settlement intraday or in real time. 

 

Key consideration 1: An FMI’s rules and procedures should clearly define the point at which settlement is final. 

Key consideration 2: An FMI should complete final settlement no later than the end of the value date, and preferably 

intraday or in real time, to reduce settlement risk. An LVPS or SSS should consider adopting RTGS or multiple-batch 

processing during the settlement day. 

Key consideration 3: An FMI should clearly define the point after which unsettled payments, transfer instructions, or 

other obligations may not be revoked by a participant. 

 

Settlement finality is defined in Section 3.4 of LuxCSD’s Customer Handbook, published on the website of LuxCSD 

(www.luxcsd.com) in the Key Documents section and which reflected below. 

 

According to the Articles 39 (2) and 39 (3) of the CSDR, a CSD shall: 

• ensure that each securities settlement system, that it operates defines the moments of entry and of 

irrevocability of transfer orders in that securities settlement system in accordance with Articles 3 and 5 of 

Directive 98/26/EC of the European Parliament and of the Council of 19 May 1998 on settlement finality in 

payment and securities settlement systems, as amended (“SFD”). 

• disclose the rules governing the finality of transfers of securities and cash in a securities settlement system.  

 

The SFD has been implemented under Luxembourg law by the law of 10 November 2009 on payment services, as 

amended (the "Payment Services Law").  

 

In accordance with Article 111 (1) of the Payment Services Law, the purpose of Section 3.4 of the Customer Handbook 

is to provide information and to define the securities settlement system rules applicable to the processing of the 

instructions, in particular to set out the rules determining the ability of a customer to revoke or amend its settlement 

instructions and the moments in time when the instructions become irrevocable, binding and unconditional. 

 

Moments of entry, irrevocability, and finality of instructions T2S  
 

For this sub-section in relation to settlement and instructions in T2S, the following terms and expressions shall be 

read as follows:  

 

• "insolvency proceedings" or "insolvency" refers to any collective measure provided for in any laws 

governing any customers, either to wind up a customer or to re-organise it, where such measure involves 

the suspending of, or imposing limitations on, transfers or payments. 

 

• "transfer orders" shall refer to any instructions: 

o by, or on behalf of, a customer holding a DCA operated by a central bank, to place at the disposal 

of a recipient an amount of money by means of a book entry on the account of another customer 

holding a DCA operated by the same or another central bank, or any instruction which results in 

the assumption or discharge of a payment obligation as defined by the Governing Documents; or  

o by a customer to transfer the title to, or interest in, a security or securities to another customer or 

a participant to any other CSD using the T2S platform, by means of a book entry in a register or 

otherwise.  

 

The moments of entry and irrevocability are the moments in time defined by the T2S platform.  

 

• Moment of entry: 

For any instructions to be settled on the T2S Platform that are subject to matching shall be deemed entered 

into the system at the moment at which such transfer orders have been declared compliant with the 

technical rules of T2S by the T2S platform.  

The occurrence of the moment of entry of the transfer orders are fully automated, identifiable, and 

retrievable in T2S.  

The moment of entry (that is, acceptance timestamp) of instructions in T2S is reported to customers via the 

means agreed by the customers for T2S services (such as Xact Web Portal or SWIFT statement). 

 

• Moment of irrevocability: 

http://www.luxcsd.com/
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Any instructions to be settled on the T2S Platform shall be deemed irrevocable at the moment they have 

been given a “matched” status on the T2S Platform. Matched T2S instructions can only be bilaterally 

cancelled. Customers cannot cancel their matched instructions unilaterally, even if the requested 

settlement date has not been reached. Once both counterparties have sent their cancellation requests, both 

instructions are immediately cancelled and reported accordingly. Until T2S receives the cancellation 

requests from both counterparties, settlement will continue to occur. The occurrence of the moment of 

irrevocability of the transfer orders are fully automated, identifiable, and retrievable in T2S. The moment of 

irrevocability (that is, matching timestamp) of instructions in T2S is reported to customers via the means 

agreed by the customers for T2S services (such as Xact Web Portal or SWIFT statement). 

 

• Moment of finality:  

The moment of finality is the moment as from the settlement become irrevocable and enforceable between 

the parties and it corresponds to the moment in time when the transfers, i.e. the credit and debit of the 

securities and cash in the accounts, are irrevocable, binding and unconditional. Regarding T2S instructions, 

as soon as the transfer orders are irrevocable as described in the above paragraph and with this binding 

matching in the relevant accounts, the transfer orders will then be processed in T2S for settlement to 

become final. Any matched instruction that has not been settled and has not been bilaterally cancelled will 

remain in the system for further reprocessing attempts until such instruction is successfully settled or the 

cancellation requests are received from both counterparties. When LuxCSD is informed of an insolvency 

proceeding of a customer, any transfer order impacted by such insolvency proceeding which have been 

entered into LuxCSD system after the moment of being informed shall not be submitted for settlement, 

unless required to do otherwise by law, a competent court, an administrative authority or the insolvency 

trustee. If a transfer order deemed impacted by the above insolvency proceedings of the holder of a DCA 

(either a customer or the holder of the account designated by the customer), LuxCSD will follow the 

instructions given by the central bank operating such DCA with a view to comply (or allow the central bank 

to comply) with any orders that the central bank may receive from a competent court, administrative 

authority or the insolvency trustee. Final instructions in T2S are reported to customers as settled via the 

means agreed by the customers for T2S services (such as Xact Web Portal or SWIFT statement). 

 

Internal instructions  

 

For the purpose of this sub-section, the term “transfer orders” used in the CSDR, SFD and Payment Services Law 

shall be understood as an instruction on the Creation platform with counterparties using their accounts in LuxCSD, 

which result in the assumption or discharge of payment obligations as defined by the rules of the system (that is, 

this Customer Handbook), or to transfer the title to, or interest in, a security or securities by book entry. 

 

• Moment of entry:  

The moment of entry of the internal instruction reflects the moment as from which an instruction produces 

effects towards third party. According to Article 111 (1), par. 4 of the Payment Services Law, the moment of 

introduction of the transfer order in LuxCSD system is defined by the governing rules of said system. 

Internal instructions are deemed to be introduced into the LuxCSD securities settlement system when they 

are successfully validated, in view of the matching and the settlement processes. 

 

• Moment of irrevocability:  

The moment of irrevocability of the internal instructions reflects the moment from which the internal 

instructions cannot be revoked unilaterally by the customers. In accordance with article 111 of the Law of 

10 November 2009 on Payment Services Law, as amended, and in view of determining the moment of 

irrevocability of an internal instruction pursuant to such law, internal instructions become irrevocable 

under the LuxCSD securities settlement system rules as soon as they are matched. Matched internal 

instructions can only be bilaterally cancelled. Customers cannot cancel their Matched internal instructions 

unilaterally, even if the requested settlement date has not been reached. Once both counterparties have 

sent their cancellation requests, both instructions are immediately cancelled and reported accordingly. The 

instructions are not put on hold until LuxCSD receives the cancellation requests from both counterparties, 

that is settlement will continue to occur up until the second cancellation request is received. If no matching 

cancellations are received by then and the instruction has not settled by the end of day processing on 

settlement date, LuxCSD will, in the name and on behalf of the customer issue a renewed cancellation 

request for the new instruction for settlement on the next settlement date; such new cancellation request 

must be matched by the customer's counterparty on the same settlement date. 

 

• Moment of finality: 

 Internal instructions that have settled in the LuxCSD settlement system are final. The finality of the internal 

instructions occurs upon successful debit and credit of the relevant customers' accounts. As from this point 
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in time, the settlement become irrevocable, binding, enforceable and unconditional between the customers 

and any third party. Final instructions are reported to customers as settled via Xact Web Portal, MT536 

Statement of Transactions, MT54x and an additional ICSD linked account MT950 Money Statement for 

against payment instructions. Matched Internal instructions that have not settled by the end of day 

processing on settlement date are failed. In such cases, LuxCSD will initiate, in the name and on behalf of 

the customer, a new settlement instruction for settlement on the next settlement date until either the 

settlement is successful, or the cancellation requests are received from both customers. Any instruction 

that has not been settled and has not been cancelled by the customer in accordance with the above will 

remain in the system for further reprocessing attempts until such internal instruction is successfully 

settled, the cancellation requests are received from both counterparties or automatic cancellation has been 

applied. 

 

External instructions  

 

The rules in this section are not applicable to T2S instructions and internal instructions. Transactions settling with a 

domestic counterparty (that is, in the context of CSD links) are considered by LuxCSD as relating to external 

instructions for the finality of deliveries of securities. These can be settled in the domestic markets either against or 

free of payment. Please refer to the respective Market Guide for further details.  

 

For the purpose of this section, “Depository” shall refer to another central securities depository (or a securities 

settlement system operated by a CSD, that is, a linked issuer SSS) or a bank to which LuxCSD entrusts the 

safekeeping and administration of securities that LuxCSD holds, either directly with local CSDs or indirectly with 

intermediaries, on behalf of the customers. For the avoidance of doubt, the term “Depository” shall be understood 

as the entity with which LuxCSD has its securities account for the deposit of the securities on behalf of the customers. 

 

• Moment of entry, irrevocability, and finality of external instructions:  

The rules governing the moments of entry and the irrevocability of external instructions and the 

enforceability of deliveries of securities and cash to or from a domestic counterparty are defined by each of 

the Depositories or local issuer SSSs (for indirect links) in accordance with the domestic rules applicable 

to such market. The irrevocability and enforceability of the external instructions are then achieved in the 

books of the Depositories or local issuer SSSs. Please refer to the respective Market Link Guide for further 

details. Once the external instructions are final (that is, irrevocable and unconditional) with the Depository 

or local issuer SSS and upon notice of credit/debit of the relevant account of LuxCSD with such Depository, 

LuxCSD will update the customer accounts accordingly. As per article 7.2 of the law of 1st August 2001 on 

the Circulation of Securities, as amended, the customers acquire the interest in domestic securities as soon 

as the securities are credited to the securities account of LuxCSD with the Depository and before the credit 

to customers’ securities account.  

 

• Amendment and cancellation of external instructions:  

For domestic markets in which matching is “binding”, an Instruction can only be cancelled upon bilateral 

agreement between the parties to the trade. External instructions that are final in the external market but 

not yet reported to customers as settled are final. Any specific rules for the cancellation of unsettled 

transactions with external counterparties are given in the respective Market Link Guide. 
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Principle 9: Money settlements 

Principle 9: Money settlements 
 

An FMI should conduct its money settlements in central bank money where practical and available. If 

central bank money is not used, an FMI should minimise and strictly control the credit and liquidity 

risk arising from the use of commercial bank money. 

 
Key consideration 1: An FMI should conduct its money settlements in central bank money, where practical and 

available, to avoid credit and liquidity risks. 

Key consideration 2: If central bank money is not used, an FMI should conduct its money settlements using a 

settlement asset with little or no credit or liquidity risk. 

Key consideration 3: If an FMI settles in commercial bank money, it should monitor, manage, and limit its credit 

and liquidity risks arising from the commercial settlement banks. In particular, an FMI should establish and 

monitor adherence to strict criteria for its settlement banks that take account of, among other things, their 

regulation and supervision, creditworthiness, capitalisation, access to liquidity, and operational reliability. An 

FMI should also monitor and manage the concentration of credit and liquidity exposures to its commercial 

settlement banks. 

Key consideration 4: If an FMI conducts money settlement on its own books, it should minimise and strictly 

control its credit and liquidity risks. 

Key consideration 5: An FMI’s legal agreements with any settlement banks should state clearly when transfers 

on the books of individual settlement banks are expected to occur, that transfers are to be final when effected, 

and that funds received should be transferable as soon as possible, at a minimum by the end of the day and 

ideally intraday, in order to enable the FMI and its participants to manage credit and liquidity risks. 

 

LuxCSD has outsourced the securities settlement in central bank money to the T2S platform provided by the 

Eurosystem. Cash payments related to against payment (DVP) transactions are settled in central bank money (CeBM) 

on the T2S platform through the Dedicated Cash Accounts (DCAs) of LuxCSD's customers. LuxCSD does not offer 

any settlement services in commercial bank money. 

 

LuxCSD does not conduct any money settlements on its own books, because it does not offer any cash services to its 

participants. Every LuxCSD securities participant account is associated with a DCA account at the central bank of 

their choice.  LuxCSD direct participants must fund their DCA from the RTGS accounts in TARGET2 to cover their net 

cash settlement requirements.   

 

Within the securities settlement, T2S takes over the entry and the processing of instructions, the validation, the 

matching and the settlement of the transmitted instructions, the administration of positions as well as the reporting 

of transactions and of positions for the securities accounts on the T2S platform (SAC - Security Accounts). Thereby, 

the settlement, that is, the exchange of the security and cash side, takes place directly on the T2S platform. The cash 

leg of DVP settlement settles on the associated Dedicated Cash Accounts (DCA). Instructions transmitted to T2S are 

processed in different settlement cycles in T2S. For cash and securities settlement, T2S offers a sequential night-

time processing (night-time settlement - NTS) with two cycles and up to two real-time processing cycles (real-time 

settlement - RTS).  

 

The services offered by LuxCSD which are non-T2S based are free of payment only and take place through the 

Creation platform (CBL) and these services are therefore out of scope for this question. 

 

Finally, LuxCSD does not have any legal agreements with settlement banks. 
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Principle 10: Physical deliveries 

Principle 10: Physical deliveries 
 

An FMI should clearly state its obligations with respect to the delivery of physical instruments or 

commodities and should identify, monitor, and manage the risks associated with such physical 

deliveries. 

 

This principle should be reviewed in the context of Principle 15 on general business risk, Principle 23 on disclosure 

of rules, key procedures and market data, and other principles, as appropriate. 

Key consideration 1: An FMI’s rules should clearly state its obligations with respect to the delivery of physical 

instruments or commodities. 

Key consideration 2: An FMI should identify, monitor, and manage the risks and costs associated with the storage 

and delivery of physical instruments or commodities. 

 

Not Applicable. 

 

Securities in definitive form are defined as individualised physical securities as opposed to book-entry securities.  

Securities in definitive form are not supported by LuxCSD. In the case of an exchange into definitive securities, 

instructions need to be provided by the issuer (agent) for transfer to an alternative provider. 
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Principle 11: Central securities depositories 

Principle 11: Central securities depositories 
 

A CSD should have appropriate rules and procedures to help ensure the integrity of securities 

issues and minimise and manage the risks associated with the safekeeping and transfer of 

securities. A CSD should maintain securities in an immobilised or dematerialised form for their 

transfer by book entry. 

 

Key consideration 1: A CSD should have appropriate rules, procedures, and controls, including robust accounting 

practices, to safeguard the rights of securities issuers and holders, prevent the unauthorised creation or deletion of 

securities, and conduct periodic and at least daily reconciliation of securities issues it maintains. 

Key consideration 2: A CSD should prohibit overdrafts and debit balances in securities accounts. 

Key consideration 3: A CSD should maintain securities in an immobilised or dematerialised form for their transfer 

by book entry. Where appropriate, a CSD should provide incentives to immobilise or dematerialise securities. 

Key consideration 4: A CSD should protect assets against custody risk through appropriate rules and procedures 

consistent with its legal framework. 

Key consideration 5: A CSD should employ a robust system that ensures segregation between the CSD’s own assets 

and the securities of its participants and segregation among the securities of participants. Where supported by the 

legal framework, the CSD should also support operationally the segregation of securities belonging to a participant’s 

customers on the participant’s books and facilitate the transfer of customer holdings. 

Key consideration 6: A CSD should identify, measure, monitor, and manage its risks from other activities that it may 

perform; additional tools may be necessary in order to address these risks. 

 

Protection of holders’ and issuers’ rights 
 

The legal obligations under statutory law, the rights, and obligations of LuxCSD vis-à-vis its participants are 

documented in the GTCs and the other governing documentation.  

 

Article 3 of the GTCs describes the rules applicable to the opening of accounts and the notification by the participant 

of the nature of the assets held in the accounts for segregation purposes. Such Article provides for the following: 
 

• LuxCSD will establish in its books accounts for the Customer as shall be required from time to time for the 

provision of services by LuxCSD. 

• All such accounts shall be opened in the name of the Customer, who is solely responsible and liable for the 

fulfilment of all Customer's obligations pertaining thereto. 

• The Customer is responsible to opt for the level of segregation to apply on the assets deposited with LuxCSD 

and shall inform LuxCSD accordingly as provided in the Governing Documents. It undertakes to segregate 

in separate accounts at all times assets deposited with LuxCSD and held by such Customer on a proprietary 

basis from assets deposited with LuxCSD and held by such Customer on a non-proprietary basis and such 

accounts shall be designated accordingly. 

• The opening of accounts on a non-proprietary basis and the nature of such non-proprietary accounts shall 

be subject to advance approval by LuxCSD and, at the discretion of LuxCSD, to the requirement by LuxCSD 

to be provided by the Customer with additional information, including information relating to the clients of 

the Customer, as set forth in these General Terms and Conditions, being met.” 

 

The GTCs can be downloaded in English from the following website:  https://www.luxcsd.com/  

 

There are 2 levels of segregation offered by LuxCSD: 
 

• omnibus client segregated account or “OCS”; 

• individual client segregated account or “ICS”. 

In order to carry out the safe custody and settlement of securities transactions, a participant can maintain a collective 

account at LuxCSD, in which the securities holdings of all of the participant’s underlying clients are booked together. 

This level of segregation corresponds to the omnibus client segregated account (OCS) as set out in the Article 38.3 

of CSDR. 

https://www.luxcsd.com/
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Alternatively, the participant may choose to set up separate deposit accounts at LuxCSD to segregate the securities 

of its individual clients from the holdings of the participant and of its other clients. This level of segregation 

corresponds to the individual client segregated account ICS as set out in the Article 38.4 of CSDR.  

 

The participant is required under CSDR to offer its customers the choice between OCS or ICS. Depending on the level 

of segregation chosen by the participant, the costs associated may differ. The ICS is indeed associated with additional 

costs (see fee schedule1 in section 6.1 Standard Account Service Fee*) due to the number of additional accounts that 

employing such a structure naturally necessitates. 

 

Luxembourg law provides that the securities holders benefit - up to the amount of securities held on their securities 

account from  
 

• a right in rem of an intangible nature in all the securities of the same description held on an account with 

LuxCSD. This principle set out in the Article 3 (1) of the Securities Law covers the securities held; as well 

as 

• the rights attached to these securities and the rights provided by the Securities Law; and 

• the rights provided for in the Securities Law. 

According to Article 4 (1) of the Securities Law, the legal ownership of the securities results from the credit of 

securities to the participant’s securities account. Hence, the legal ownership is vested with the owner of the 

securities accounts, which is the participant. Such proprietary right applies to a portion of securities corresponding 

to its holding with LuxCSD against the pool of securities of the same kind and denomination representing the whole 

issuance, irrespective of the level of segregation chosen. 

 

LuxCSD books for either account type (ICS or OCS) the securities and any other fungible financial instruments 

received as a deposit or held in an account separately from his own proprietary positions, off balance sheet (i.e., 

independently of ICS or OCS). 

 

Law applicable in case of insolvency 
 

LuxCSD is a public limited liability company (société anonyme) incorporated and existing under the laws of the Grand 

duchy of Luxembourg. It is subject to the supervision of the CSSF as central securities depository and to the BcL as 

securities settlement system. 

If LuxCSD were to become insolvent, insolvency proceedings would take place in Luxembourg and be governed by 

Luxembourg insolvency law applicable to commercial companies as described in the Code of Commerce and the law 

of 10 August 1915 on commercial companies, as amended. Entitlements, rights and access during these proceedings 

are also stipulated in accordance with Luxembourg insolvency practitioner’s actions. 

Therefore, it is the reason why the Luxembourg commercial law together with the Securities Law, for the aspects 

related to the securities held in custody define the rules and principles applicable to the claims that LuxCSD’s 

participants may have towards LuxCSD as described here above in Sections 3.1 and 4.2. 

 

Impact of the insolvency on participants 
 

Conditions to be applied in the event of insolvency of the central securities depository are set out under Luxembourg 

law by the Securities Law (Art. 4 (2) and Article 10). 

For securities held through LuxCSD’s network and in the event of LuxCSD’s insolvency, the participant is deemed to 

have acquired the interest in the securities held with LuxCSD. 

If LuxCSD were to become insolvent the securities (not any cash holdings) would not fall in the bankruptcy estate of 

LuxCSD.  

 

According to the Article 10 (1) of the Securities Law, in the case of winding-up proceedings in relation to LuxCSD, the 

claim on the number of securities which LuxCSD owes shall be filed with the liquidator collectively on the aggregate 

amount of the securities of the same description held by or with LuxCSD, registered in its name or in the name of a 

third party designated in whatever form, or maintained in the name of LuxCSD with another account keeper which 

could be linked domestic CSD or local depository bank acting as intermediary in case of indirect link. 

If such pool of securities were to be insufficient to cover the entirety of the claims for restitution, the shortfall is 

divided among participants in proportion to their rights. In such a case, if LuxCSD has securities of the same type 

held in its own accounts, these securities would be added to the pool of securities of the same description to be 

allocated among its participants holding such securities. LuxCSD would only receive back the remainder of securities 

 
*For more information, please refer to LuxCSD’s public website under 

https://www.luxcsd.com/luxcsd-en/keydocuments/fee-schedule 

https://www.luxcsd.com/luxcsd-en/keydocuments/fee-schedule
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left after the total number of securities of same type, held by it on behalf of its participants or as a fiduciary for third 

parties, have been returned. 

 

Protection against upper tier attachments 
 

As explained in the previous sections, in case of LuxCSD’s insolvency proceedings, LuxCSD’s participant would 

(subject to potential losses), according to Luxembourg law, recover the number of securities for which LuxCSD is 

accountable towards the participant against the pool of securities of the same type in deposit with LuxCSD or 

deposited by LuxCSD, by transfer into an account or otherwise, in its name at other depositories in Luxembourg or 

abroad. 

This is irrespective of the level of segregation chosen by the participant. Even for ICS, only the participant is entitled 

to claim the proprietary right over the securities and attached rights against LuxCSD. 

 

In addition, under Luxembourg law, LuxCSD’s participant assets cannot be seized by their creditors (referred to in 

legal terms as being protected against “upper tier attachments”). Article 11 (1) of the Securities Law provides that 

no attachment of securities of a participant shall be made on, or to affect:  
 

• a securities account of any person other than that participant;   

• the issuer of any securities credited to a securities account of that participant; or  

• a person other than the participant or LuxCSD. Any attachment made in violation of this rule is void.  

Accordingly, any such attachment proceedings requested or to be executed in Luxembourg in violation of this law 

paragraph 1 is considered as void.  

 

For the purpose of the above, “attachment of securities of an account holder” means any judicial, administrative or 

other act or process to freeze, seize, restrict or impound securities of that account holder in order to enforce or 

satisfy a judgment, award or other judicial, arbitral, administrative or other decision or in order to ensure that 

availability of such securities to enforce or satisfy any future judgment, award or decision. 

 

The same principle is reinforced for the accounts held with the securities settlement system. With respect to the 

capacity of LuxCSD as SSS, Article 111 of the Payment Services Law provides that: 

“No settlement account held with a system operator or settlement agent, as well as no transfer, via a credit 

institution incorporated under Luxembourg law or foreign law to such settlement account, may be seized, 

sequestered or blocked in any way by a participant (other than the system operator or settlement agent), a 

counterparty or a third party.” 

 

Loss sharing among the levels of segregation 
 

As described under Article 45 of the GTCs, losses in a collective holding of a particular class of Securities are to be 

borne jointly and on a pro-rata basis by the co-owners of the collective holding. This concept is applied regardless 

of the level of segregation that has been applied to the participant and the account structure(s) employed. 

Consequently: 
 

• In case of loss or total destruction by Act of God of a pool of securities of the same type, LuxCSD shall 

formulate the necessary objections and arrange for the reconstitution of the securities lost or destroyed. If 

the loss or destruction by Act of God was partial and if the reconstitution of the securities lost or destroyed 

could not be achieved, the pool of securities or other financial instruments of the same type shall be 

distributed among the injured participant in proportion to their rights. 

• If the loss or destruction resulted from facts which cause LuxCSD to be liable and if the reconstitution of 

the lost or destroyed securities could not be achieved, the claims of the injured participant on the remaining 

securities shall be exercised according to the above paragraph. 

The injured participant will become unsecured creditor of the account provider for any outstanding part of their 

rights. This constitutes, therefore, a potential risk to the participant and the balance of securities held via accounts 

opened on either an ICS or OCS basis. 

 

Usability of Securities 
 

According to Luxembourg law principles applicable to the depositories of financial instruments, and article 38 (7) of 

CSDR, LuxCSD has a duty of safeguard, protection and restitution of the assets deposited with it. Accordingly, LuxCSD 

is prevented from using any assets deposited by its participants without their express written prior consent. 
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LuxCSD will not use for any purpose securities that belong to the participant, unless and to the extent LuxCSD has 

obtained the participant’s prior express consent. For those securities held by the participant on behalf of its clients, 

the participant is required to obtain from its clients any necessary consent prior to authorising the use of such 

securities by LuxCSD. 

 

Such principles are reflected in LuxCSD’s contractual documentation as well as internal control processes for the 

purposes of the protection of the participant assets and their entitlement rights. For more information regarding the 

usage of securities and the rules for obtaining written consent may be seen under Article 11 of the GTC’s. 

 

LuxCSD Issuer Agreement and Issuer Agent Agreement 
 

The rights and obligations of the Issuer and the Issuer Agent are governed by a contractual arrangement, as depicted 

below: 

 

 
The LuxCSD Operational Arrangements form an integral part of this tripartite contractual arrangements. All 

documents are available on the website of LuxCSD (https://www.luxcsd.com/luxcsd-en/products-and-

services/issuance). 

 

Immobilisation and dematerialisation 
 

Securities in definitive form are defined as individualised physical securities as opposed to book-entry securities.  

Securities in definitive form are not supported by LuxCSD. In the case of an exchange into definitive securities, 

instructions need to be provided by the issuer (agent) for transfer to an alternative provider. Within LuxCSD, all   

securities are held and transferred by book entry and held in LuxCSD in dematerialized form or immobilized in global 

bearer certificates.  

 

LuxCSD provides the following legal and holding structures for the representation of eligible LuxCSD securities.  
 

• LuxCSD Bearer Global Note (LBN) An LBN is a security represented by a global certificate that refers to the 

records of LuxCSD for evidence of the total indebtedness (that is, the Issue Outstanding Amount - IOA) of 

the issuer.  

• LuxCSD Registered Note (LRN) An LRN is a security represented by a global certificate registered under 

the name of LuxCSD and recorded as such in the register maintained by an agent (the registrar) appointed 

by the issuer. The IOA or number of securities issued in LuxCSD shall be maintained by the registrar and 

evidenced as such on the corresponding global certificate.  

• LuxCSD Dematerialised Note (LDN) An LDN is a security represented by book entries in LuxCSD and 

recorded as such by LuxCSD acting as “Organisme de Liquidation” (OL). 

 

Overdrafts and Debits 
 

LuxCSD does not provide any cash management   nor collateral management services to its customers. Therefore, 

the key consideration related to overdrafts is not relevant. 

Moreover, provisioning checks form an integrated part of the custody cash flows processing, which is based on a 

true “upon receipt of funds” principle. 

https://www.luxcsd.com/luxcsd-en/products-and-services/issuance
https://www.luxcsd.com/luxcsd-en/products-and-services/issuance
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Custody Risk 
 

In order to ensure there are sufficient securities to satisfy customer rights, all securities holdings maintained by 

LuxCSD on behalf of its customers are reconciled with the CSDs on a daily basis. The reconciliation process is audited 

on a yearly basis. The scope includes the full review of the reconciliation process (cash and securities). Moreover, 

the safekeeping of securities by linked CSDs is indirectly covered by the reconciliation audit and is also reviewed as 

part of the Network Management CSD link arrangement review with these CSDs.  

 

LuxCSD has appropriate rules, procedures and controls in place to safeguard the rights of the securities issuers and 

holders and prevent undue creation or deletion of securities: 
 

•     Creation of securities positions in LuxCSD system is only performed upon receipt of securities to be credited 

to customer accounts either through new issue distribution or settlement of customer transaction.  

•     Removal of securities positions is generally performed upon final maturity or in the context of a corporate 

event. 

•     Reconciliations between LuxCSD’s books and its linked CSDs are run daily with any mismatch timely and 

adequately investigated and resolved. 

•     LuxCSD performs KYC/due diligence reviews to ensure that LuxCSD’s network of Issuance Agents has 

sound and robust process and procedures in place and to verify that the service level delivered is as per the 

service level agreements in place. 

 

Reconciliation process 
 

A comparison of the previous end-of-day balance with all the settlements processed during the day and the current 

end-of-day balance for each securities issue and securities account centrally or not centrally maintained by LuxCSD, 

is in place. 

 

To perform the reconciliation of securities' positions recorded in LuxCSD's system with the securities positions held 

at linked CSDs for LuxCSD, as per the contractual agreement, the linked CSDs are required to send  LuxCSD 

Statements of Holding (MT535) and Statements of Transactions (MT536) on a daily basis. LuxCSD will compare its 

records with the positions provided by the linked CSD Non-matched securities positions will be investigated and if 

identified as a reconciliation break, the breaks will be allocated to the business unit or the linked CSD for prompt 

investigation and/or resolution. A list with the identified discrepancies is sent to the linked CSDs daily and to the 

business units and management on a weekly. Furthermore, business units may consult the open items allocated to 

their area via the reconciliation application where updates are available in a real time mode. 

 

Each difference remains reported as open until it is fully resolved, and corrective actions have been taken or 

respectively missing movements have been booked either by the business unit or the linked CSD. The reconciliation 

team investigates the reconciliation differences and may identify missing movements to solve them. However, the 

corrective action itself can only be confirmed as correct and be booked by the impacted business unit or the linked 

CSD. Only once these movements will be reported or respectively transmitted to the reconciliation application as 

well, the open reconciliation break can be reconciled, and the open item authorised and closed. This is documented 

in the internal procedure of the reconciliation process. Reconciliation forms part of both the internal and external 

audit process and is reviewed on an annual basis. 

 

Segregation of own assets vs. customer assets 
 

As an SSS, LuxCSD enables customers to hold securities that have been issued either through LuxCSD,  

investment fund shares held by LuxCSD with the TA, as well as securities issued in the domestic markets through 

its link with CBF, Nasdaq Iceland or Euroclear France (for French registered shares). 

 

LuxCSD does not hold any proprietary positions in securities. 

 

Risk Management Framework 
 

See Principle 3 above; the LuxCSD Risk Management Framework applies to the core services, as well as to ancillary 

services. 
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Principle 12: Exchange of value settlement systems 

Principle 12: Exchange-of-value settlement systems 
 

If an FMI settles transactions that involve the settlement of two linked obligations (for example, 

securities or foreign exchange transactions), it should eliminate principal risk by conditioning the 

final settlement of one obligation upon the final settlement of the other. 

 

Key consideration 1: An FMI that is an exchange-of-value settlement system should eliminate principal risk by 

ensuring that the final settlement of one obligation occurs if and only if the final settlement of the linked obligation 

also occurs, regardless of whether the FMI settles on a gross or net basis and when finality occurs. 

 

LuxCSD settles transactions that involve the settlement of two linked obligations, and which are known as delivery 

versus payment, notably DVP Model 1, i.e., final (irrevocable and unconditional) transfer of the securities from the 

seller to the buyer only upon final transfer of funds from the buyer to the seller. 

 

Principle risk is avoided thanks to the irrevocable and simultaneous exchange of securities (the delivery) and cash 

value (the payment) to settle a transaction.  
 

• The legal framework applicable to LuxCSD’s services and settlement activities, the Payment Services Law, 

and the Securities Law, defines the finality of the settlement. Please refer to the answers provided under 

Principle 8.  

By providing that (1) a transfer order can no longer be revoked or challenged by a system participant or by 

a third party from the moment of its introduction to said system and (2) from this moment the compensation 

can no longer be challenged for whatever reason, notwithstanding any legal, regulatory, contractual or 

usual provision which provides for the cancellation of contracts and transactions entered into before the 

opening of an insolvency procedure, Article 111 of the Payment Services Law aims the principal risk that 

may be created when one obligation of a participant is settled but the other obligation is not.  

 

• LuxCSD’s governing contractual framework (the Customer Handbook – section 3.4) has implemented the 

above-mentioned provisions of the Payment Services Law. The Customer Handbook sets out the settlement 

mechanisms and rules applicable and binding upon LuxCSD and the customers to eliminate the principal 

risk in the system pursuant to Luxembourg Law. The Customer Handbook defines the enforceability, 

irrevocability, and finality points of the instructions. Please refer in this respect to the answers provided 

under Principle 8. As Governing Document, the Customer Handbook is publicly available via LuxCSD’s 

website.  

 

• Instructions are processed real time ensuring a simultaneous exchange of delivery and payment. The order 

in which transactions are considered for provisioning and settlement is generally determined by:  
 

o The transaction priority (assigned by the customer or by LuxCSD);  

o  The settlement sequence option on the account. 
 

(Please refer to LuxCSD Customer Handbook, Chapter 3 Settlement Services   

https://www.luxcsd.com/luxcsd-en/keydocuments/customer-handbook) 
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Principle 13: Participant-default rules and procedures 

Principle 13: Participant-default rules and procedures 
 

An FMI should have effective and clearly defined rules and procedures to manage a participant 

default. These rules and procedures should be designed to ensure that the FMI can take timely 

action to contain losses and liquidity pressures and continue to meet its obligations. 

 

Key consideration 1: An FMI should have default rules and procedures that enable the FMI to continue to meet its 

obligations in the event of a participant default and that address the replenishment of resources following a default. 

Key consideration 2: An FMI should be well prepared to implement its default rules and procedures, including any 

appropriate discretionary procedures provided for in its rules. 

Key consideration 3: An FMI should publicly disclose key aspects of its default rules and procedures. 

Key consideration 4: An FMI should involve its participants and other stakeholders in the testing and review of the 

FMI’s default procedures, including any close-out procedures. Such testing and review should be conducted at least 

annually or following material changes to the rules and procedures to ensure that they are practical and effective. 

 

LuxCSD has Default Management Process (DMP) rules and procedures in place, which define the circumstances 

under which a participant of LuxCSD is considered to be in default. Referring to the products and services offered, 

LuxCSD defines two types of default:  
 

• Legal default according to which a participant is unable to fulfil its contractual obligation according to an 

agreement with LuxCSD due to insolvency/bankruptcy.  

• Contractual default according to which a participant is unable or unwilling to fulfil, in a timely manner, one 

or more of its scheduled obligations according to an agreement with LuxCSD. 

 

In order to identify a default and classify it in accordance with the above-mentioned default types, LuxCSD has 

established the Early Warning Framework which is based on early warning indicators and their monitoring 

thresholds. The continuous monitoring of identified indicators and their thresholds ensures an early detection of 

irregularities in a participant’s behaviour, which could ultimately result in a participant’s credit deterioration or 

default. As such, LuxCSD could take pre-emptive measures even before the default occurs. 

 

The following figure describes different stages of the DMP, which consist of both (i) monitoring (identifying 

participant’s default at an early stage and taking some preliminary measures and (ii) taking corrective measures 

(liquidation of defaulting participant’s pledged assets in order to cover any outstanding exposure).  
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The LuxCSD Default Management Process is outsourced to the Clearstream Default Management team (CDM) who 

is the owner of the DMP. The DMP is initiated and coordinated by CDM, which regularly reviews, tests and amends 

the process, where necessary. In case of a participant default, CDM would initiate the DMP. Upon approval of default, 

the DMP foresees the liquidation of the defaulting participant’s assets for the purpose of covering their outstanding 

exposures (if any). The liquidation of assets is a corrective measure in the default management process. The key 

objectives of liquidation are to (i) minimise the losses for LuxCSD, (ii) limit disruptions to the market by ensuring 

timely completion of settlement even under stressed market conditions, as well as (iii) sell pledged assets in a 

prudent and orderly manner. 

 

The DMP of LuxCSD incorporates a sequence of predefined processes in order to enable all relevant DMP 

stakeholders to be familiar with their tasks, roles and responsibilities at all times and react promptly in case of a 

participant default.  

 

LuxCSD ensures a clear segregation of the participant’s proprietary and their underlying clients’ assets. Only 

participant’s proprietary assets are subject to liquidation in case of default. The underlying client’s assets are 

segregated on dedicated accounts. They cannot be pledged under the pledge permitted by Article 41 of LuxCSD’s 

GTCs and therefore underlying client assets are not subject to liquidation or off-set in case of participant default. 

Upon default of a participant of LuxCSD, there are two types of treatment for underlying client assets:  
 

• in general, should a LuxCSD participant default contractually, they will be able to continue their operations 

at LuxCSD once the outstanding exposure of LuxCSD on the given participant has been covered in 

accordance with the rules and procedures of the DMP. As such, the defaulting participant will also be able 

to continue the operations of its underlying clients as its assets remain on the accounts opened with LuxCSD 

(however, LuxCSD could decide on case-by-case basis to terminate the relationship in accordance with the 

GTCs, Article 54, point 2); 

• should a LuxCSD participant default legally, LuxCSD would follow the instructions of the appointed 

administrator in order to transfer the remaining proprietary assets of the defaulted participant as well as 

the assets of its underlying clients to the dedicated accounts opened by the insolvency administrator. Should 

an underlying client wish to open a direct account with LuxCSD, LuxCSD would apply the standard due 

diligence under the participant acceptance criteria and decide whether an underlying client meets the 

criteria to be accepted as a new LuxCSD participant.  

 

Regarding the participant’s underlying client transactions, LuxCSD applies the settlement finality rules, provided the 

provisioning rules are respected. Should a participant of LuxCSD default, the DMP would be activated, and the 

accounts of the defaulting participant would be blocked. Under the settlement finality rules, LuxCSD would allow 

manual release of the relevant pending transactions.   

 

LuxCSD’s GTCs govern the right of pledge over participant’s proprietary assets and their enforcement of those assets 

in case of a participant’s default. Based on this, the DMP of LuxCSD defines the operational processes which enable 

LuxCSD to promptly access the above-mentioned pledged assets in case of a participant default and liquidate them 

in order to cover any potential outstanding exposure of the defaulted participant.  

 

LuxCSD has default management procedures, which define the default of a participant, address the relevant 

processes that need to be implemented in case of a participant default and identify the stakeholders involved in the 

DMP as well as their roles and responsibilities.  

 

In compliance with the ESMA guidelines on CSD participants default rules and procedures, LuxCSD would 

communicate a participant default and/or the measures taken following the participant default to all relevant 

stakeholders. LuxCSD’s default management procedures define the communication path in case of a participant 

default to the relevant internal and external stakeholders. The communication of default to the competent and 

relevant authorities of LuxCSD is part of the communication plan. In order to inform the non-defaulting participants 

of the actions taken following a participant’s default, LuxCSD will publish a press release on its website as well as 

an alert on Xact Web Portal.  

 

All default management processes and procedures are reviewed, tested, updated, and approved by the Executive 

Board at least annually in order to ensure their quality and functionality. 

 

LuxCSD publishes the overview of its main default management rules on LuxCSD website  

https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/luxcsd-default-management   

 

 

 

https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/luxcsd-default-management
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CDM conducts the default management testing in order to ensure a continuous improvement of the DMP and the 

best possible level of preparation for a crisis situation, which can be triggered either by a participant default or a 

market crisis. In addition to the regular maintenance of the DMP, CDM undertakes the default management testing 

following any substantial changes to LuxCSD default rules and procedures or upon the request from its competent 

authority. Depending on the type of test, CDM involves different stakeholders. In accordance with the ESMA 

guidelines, these can be internal stakeholders, LuxCSD participants, relevant market infrastructures and any other 

entities, as appropriate, for the securities settlement system it operates. The competent authority may also request 

to take part in such tests. CDM tests the DMP also to ensure that all relevant stakeholders are familiar with their 

roles and responsibilities in the DMP. Additionally, the objective of default management testing is to provide training 

and guidance to LuxCSD personnel on how the default rules and procedures should be implemented.  

 

CDM also discloses on the LuxCSD website a summary of the results of performed tests and the contemplated 

changes to its default rules and procedures, if any. 
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Principle 15: General business risk 

Principle 15: General business risk 
 

An FMI should identify, monitor, and manage its general business risk and hold sufficient liquid net 

assets funded by equity to cover potential general business losses so that it can continue operations 

and services as a going concern if those losses materialise. Further, liquid net assets should at all 

times be sufficient to ensure a recovery or orderly wind-down of critical operations and services. 

 

Key consideration 1: An FMI should have robust management and control systems to identify, monitor, and manage 

general business risks, including losses from poor execution of business strategy, negative cash flows, or 

unexpected and excessively large operating expenses. 

Key consideration 2: An FMI should hold liquid net assets funded by equity (such as common stock, disclosed 

reserves, or other retained earnings) so that it can continue operations and services as a going concern if it incurs 

general business losses. The amount of liquid net assets funded by equity an FMI should hold should be determined 

by its general business risk profile and the length of time required to achieve a recovery or orderly wind-down, as 

appropriate, of its critical operations and services if such action is taken. 

Key consideration 3: An FMI should maintain a viable recovery or orderly wind-down plan and should hold sufficient 

liquid net assets funded by equity to implement this plan. At a minimum, an FMI should hold liquid net assets funded 

by equity equal to at least six months of current operating expenses. These assets are in addition to resources held 

to cover participant defaults or other risks covered under the financial resources principles. However, equity held 

under international risk-based capital standards can be included where relevant and appropriate to avoid duplicate 

capital requirements. 

Key consideration 4: Assets held to cover general business risk should be of high quality and sufficiently liquid in 

order to allow the FMI to meet its current and projected operating expenses under a range of scenarios, including in 

adverse market conditions. 

Key consideration 5: An FMI should maintain a viable plan for raising additional equity should its equity fall close to 

or below the amount needed. This plan should be approved by the board of directors and updated regularly. 

 

Business Risk 
 

LuxCSD has commissioned CBL to perform the second line risk management function. Risk management is an 

essential component of the management and controls of LuxCSD. Effective and efficient risk management is 

fundamental to safeguarding LuxCSD’s interest (both in terms of corporate goals and continued existence). 

Therefore, LuxCSD has established a comprehensive risk management concept in terms of processes, roles and 

responsibilities applicable to all staff and organisational areas including the outsourced activities of LuxCSD to 

ensure that risk development can be identified and dealt with at an early stage.  

 

The risk management framework of LuxCSD aims to ensure that all threats as well as causes of loss and potential 

disruption are properly and timely identified, centrally recorded, assessed (qualified in financial terms to the greatest 

extent possible) and that the most adequate treatment is applied. Recommendations and risk reports are provided 

to the company’s governing bodies.  
 

The Board of Directors of LuxCSD holds the final responsibility for managing the company’s risks, whereas the 

ComEx is responsible for the daily management of all risk related activities. The organisation of LuxCSD’s risk 

management is decentralized in line with the outsourcing structure with Clearstream group companies. The 

insourcing business areas of Clearstream are responsible for identifying risk and for reporting them promptly to the 

risk management area. (Please refer also to Principle 3 above.) 

 

The business risk framework of LuxCSD reflects the sensitivity of LuxCSD to macroeconomic developments and its 

vulnerability to risks arising from other external threats. It is translated into EBITDA terms, reflecting both a 

potential revenue decrease and a potential increase of its cost base. 
 

Assessments and estimations of business risk scenarios are performed by LuxCSD with the support of risk 

management and are based on the group-wide scenario catalogue to ensure consistency. Each year existing 

scenarios are updated, and new scenarios are identified where relevant by LuxCSD business experts. Business 

experts are responsible for identification and quantification of all business risk scenarios. Details on responsibilities, 

process and procedures with regard to risk management are documented in LuxCSD Business Risk Handbook. The 

Handbook is reviewed annually and updated on an ad-hoc basis. Internal Audit ensures compliance of the Business 

Risk Handbook procedures within LuxCSD. 
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LuxCSD’s financial performance is directly or indirectly subject to the evolution of several macroeconomic factors 

and the related effects. Both internal and external factors as well as the CSDR Capital requirements are analysed 

and assessed with regard to business risk for LuxCSD.  
 

For LuxCSD, the framework to manage and control business risk comprises several instruments to enable LuxCSD 

to fulfil their roles and responsibilities within the business risk management process. These instruments are the 

scenario analysis and an early warning system based on Key Risk Indicators (KRIs). 
 

At least on an annual basis (plus an ad-hoc basis if needed), Clearstream Risk Management organises joint 

workshops with business owners and performs scenario analysis workshops, along with capital requirement 

calculations. During a scenario analysis workshop, LuxCSD experts’ opinions on the severity and frequency of 

business risk events are collected. Clearstream Risk Management will document and validate the results, challenge 

the underlying severity and frequency estimations, and address all changes and deviations accordingly.  
 

Recovery Plan and Restructuring and Wind-down Plan 
 

LuxCSD distinguishes between requirements for a recovery plan (near-default situation) and restructuring and wind-

down plan (solvent wind-down). The recovery plan and restructuring and wind-down plan serve the purpose to list 

available actions to overcome financial and operational problems with the potential to undermine the sustainability 

of the business. LuxCSD developed a recovery plan and a restructuring and wind-down plan, in which critical 

operations and services were identified. 
 

LuxCSD has identified its critical functions in accordance with Directive 2014/59/EU. A function was classified as 

‘critical’, when the discontinuance of the function was likely to lead to the disruption of services that are essential to 

the real economy or to disrupt financial stability in one or more member states and when the function cannot be 

adequately substituted, i.e. other market participants are not able or willing to take over the functions provided by 

LuxCSD in an adequate timeframe. 
 

The recovery plan of LuxCSD assesses different potential stress scenarios with a focus on LuxCSD’s main risk 

drivers. In general, because of the specific business model of LuxCSD and the risk mitigating measures in place, 

only one scenario was identified which would cause a near-default situation, namely the scenario of a severe 

operational loss.  
 

To ensure a resolvability in case the near default stress scenarios occur, LuxCSD has identified and assessed a 

number of recovery options. The recovery options are designed to respond to financial stress scenarios and could 

reasonably be expected to contribute to maintaining or restoring the viability and financial position of LuxCSD. They 

include both measures that are extraordinary in nature as well as measures that can be taken in the course of the 

normal business of LuxCSD Additionally, in accordance with the article 47(2)a of Regulation (EU) No. 909/204 the 

recovery options ensure that LuxCSD is able the raise additional capital should its equity capital fall below the 

thresholds of the recovery indicators.   
 

The recovery plan is fully embedded into and forms an integral part of the overall risk management framework. The 

LuxCSD Chief Risk Officer is responsible for reporting to the LuxCSD ComEx of all risks as well as the adequacy of 

contingency measures included in the recovery plan. 
 

• The overall responsibility for the review process lies with the ComEx of LuxCSD. 

• The review process of the recovery plan is initiated in one of the following cases: 

• Annual review of the recovery plan; 

• Significant changes in the legal or organisational structure of the CSD; 

• Significant changes with respect to the financial or the risk situation, which have essential effects on the 

recovery plan. 
 

The recovery plan is subject to internal and external audit and is sent to the BCL and the CSSF upon completion of 

each review process. 
 

In accordance with the CPMI IOSCO and CSDR, LuxCSD has developed a restructuring and wind-down plan. In this 

context, LuxCSD has compiled this plan, which is intended to form the basis for LuxCSD to decide on potential 

strategies (i.e., restructuring and wind-down strategy) to follow in a restructuring or wind-down scenario, identify 

applicable tools which are possible to implement within restructuring or wind-down strategies and ensure the 

orderly winding-down or restructuring of its operations and services where the CSD is unable to raise new capital. 

The main objective of the restructuring and wind-down plan is to show how critical business functions will be 

maintained to ensure the continuation of systemically important business activities until those can be substituted or 

taken over by another entity or competitor if recovery out of a crisis situation cannot be ensured by the entities 

themselves. Residual activities are wound down in parallel.  
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Principle 16: Custody and investment risks 

Principle 16: Custody and investment risks 
 

An FMI should safeguard its own and its participants’ assets and minimise the risk of loss on and 

delay in access to these assets. An FMI’s investments should be in instruments with minimal credit, 

market, and liquidity risks. 

 

Key consideration 1: An FMI should hold its own and its participants’ assets at supervised and regulated entities that 

have robust accounting practices, safekeeping procedures, and internal controls that fully protect these assets. 

Key consideration 2: An FMI should have prompt access to its assets and the assets provided by participants, when 

required. 

Key consideration 3: An FMI should evaluate and understand its exposures to its custodian banks, taking into account 

the full scope of its relationships with each. 

Key consideration 4: An FMI’s investment strategy should be consistent with its overall risk-management strategy 

and fully disclosed to its participants, and investments should be secured by, or be claims on, high-quality obligors. 

These investments should allow for quick liquidation with little, if any, adverse price effect. 

 

Custody Risk 
 

In order to ensure there are sufficient securities to satisfy customer rights, all securities holdings maintained by 

LuxCSD on behalf of its customers are reconciled with the appointed LPAs and linked CSDs on a daily basis. The 

reconciliation process is audited on a yearly basis. The scope includes the full review of the reconciliation process 

(cash and securities).  

 

The safekeeping of securities by CSDs to whom LuxCSD has a CSD link, being the responsibility of those CSDs, is 

indirectly covered during the reconciliation audit and is also reviewed as part of the Network Management CSD link 

arrangement review with these CSDs.  

 

LuxCSD has appropriate rules, procedures and controls in place to safeguard the rights of the securities issuers and 

holders and prevent undue creation or deletion of securities: 
 

• Creation of securities positions in LuxCSD system is only performed upon receipt of securities to be credited 

to customer accounts either through new issue distribution or settlement of customer transaction.  

• Removal of securities positions is generally performed upon final maturity or in the context of corporate 

event. 

• Reconciliations between LuxCSD’s books and its linked CSDs are run daily with any mismatch timely and 

adequately investigated and resolved. 

• LuxCSD performs KYC/due diligence reviews to ensure that LuxCSD’s network of Issuance Agents has 

sound and robust process and procedures in place and to verify that the service level delivered is as per the 

service level agreements in place. 

 

LuxCSD verifies the compliance of the linked CSD’s with the provisions of the agreement by collecting a number of 

annual documents, namely:  
 

• Officer certificate relating to the internal control system implemented by the custodian; in the officer 

certificate the custodian confirms its compliance with the agreement; that effective internal controls are in 

place for the securities, that such controls are being reviewed at least annually by the custodian’s external 

auditors and that during the preceding year, no such review has revealed any material deficiencies or made 

any material objections other than those already notified to LuxCSD, as the case may be.  

• Business continuity plan with details on the policy, planning and infrastructure, incident and crisis 

management, training, awareness and testing, pandemic preparedness, and contact details in case of an 

incident. 

• Anti-money laundering questionnaire including a description of the applicable laws and regulations, KYC 

policies and procedures and the internal and external audit reviews which must be available to LuxCSD 

upon request.  

 

To further ascertain that the contractual obligations are being met and that all governing documents remain relevant 

to the activities and regulations of the market, regular due diligence inspections and service reviews are held. 
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Segregation of own assets vs. customer assets 
  

As an SSS, LuxCSD enables customers to hold securities that have been issued either through LuxCSD, investment 

fund shares held by LuxCSD with the TA, as well as securities issued in the domestic markets through its link with 

CBF, Nasdaq Iceland or Euroclear France (for French registered shares). 

 

As Investor CSD LuxCSD holds assets on behalf of its participants in omnibus accounts at (I)CSD level or for funds, 

directly in an account on the register of the fund. The custodian’s obligations include the separation of LuxCSD’s 

accounts from the accounts of the custodian or other customers of the custodian, recording and keeping in the books 

all transactions and the total amount of securities relating to LuxCSD’s accounts with the custodian (the records 

being available at any time for inspection by LuxCSD). In all cases the elements necessary for the asset protection 

are reviewed internally but also by an external legal opinion to make sure they are compliant with our obligations 

towards our customers.  

 

Investment Risk 
 

LuxCSD has no investments but instead a cash deposit at a double A rated bank ensuring immediately available 

funds. LuxCSD does not hold any proprietary positions in securities. LuxCSD monitors the creditworthiness of the 

bank at which the cash is deposited and should this deteriorate would be able to move the cash deposit to an 

alternative bank, or alternatively to an account directly at the central bank. This procedure could be carried out 

immediately.  

 

LuxCSD’s annual accounts are publicly available via the Luxembourg Registre de commerce et des sociétés and 

copies are sent to LuxCSD’s regulators. 
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Principle 17: Operational risk 

Principle 17: Operational risk 
 

An FMI should identify the plausible sources of operational risk, both internal and external, and 

mitigate their impact through the use of appropriate systems, policies, procedures, and controls. 

Systems should be designed to ensure a high degree of security and operational reliability and 

should have adequate, scalable capacity. Business continuity management should aim for timely 

recovery of operations and fulfilment of the FMI’s obligations, including in the event of a wide-scale or 

major disruption. 

 

Key consideration 1: An FMI should establish a robust operational risk-management framework with appropriate 

systems, policies, procedures, and controls to identify, monitor, and manage operational risks. 

Key consideration 2: An FMI’s board of directors should clearly define the roles and responsibilities for addressing 

operational risk and should endorse the FMI’s operational risk-management framework. Systems, operational 

policies, procedures, and controls should be reviewed, audited, and tested periodically and after significant changes. 

Key consideration 3: An FMI should have clearly defined operational reliability objectives and should have policies in 

place that are designed to achieve those objectives. 

Key consideration 4: An FMI should ensure that it has scalable capacity adequate to handle increasing stress volumes 

and to achieve its service-level objectives. 

Key consideration 5: An FMI should have comprehensive physical and information security policies that address all 

potential vulnerabilities and threats. 

Key consideration 6: An FMI should have a business continuity plan that addresses events posing a significant risk of 

disrupting operations, including events that could cause a wide-scale or major disruption. The plan should 

incorporate the use of a secondary site and should be designed to ensure that critical information technology (IT) 

systems can resume operations within two hours following disruptive events. The plan should be designed to enable 

the FMI to complete settlement by the end of the day of the disruption, even in case of extreme circumstances. The 

FMI should regularly test these arrangements. 

Key consideration 7: An FMI should identify, monitor, and manage the risks that key participants, other FMIs, and 

service and utility providers might pose to its operations. In addition, an FMI should identify, monitor, and manage 

the risks its operations might pose to other FMIs. 

 

Operational Risk Framework 
 

See above under Principle 3. For the governance and the role of the LuxCSD Board of Directors and the Comex, 

please also refer to Principle 3. 

 

Operational reliability objectives and monitoring of service level results 
 

 From a business perspective, the operational reliability objectives are documented within a large set of key   

performance indicators that allow a quantifiable and qualitative view of service delivery provided by Business 

Operations. Such KPIs deliver information on effectiveness, efficiency, degree of automation, turnaround times, 

operational quality and operational risks for business processes.  
 

 These KPIs support the following (non-exhaustive list of) operational reliability objectives:  
 

• Automate processes and operate in STP mode wherever possible, for instance, in the areas of income, 

corporate actions, reconciliation;  

• Reduce operational errors to a minimum in all areas; 

• Provide competitive deadlines;  

• Reduce reversals to a minimum;  

• Set up new customer accounts;  

• Provide self-explanatory documentation to decrease number of calls to Client Services. The before-

mentioned KPIs are both of qualitative and quantitative nature and can be classified in 3 different categories, 

namely:  
 

o Quality and risk aspects; 

o Capacity and volume aspects;  

o Process efficiency aspects. 
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All these reliability objectives aim at delivering services to customers at the highest level possible while ensuring a 

robust service resilience. This also includes the operation of systems at defined service levels. The operational 

reliability objectives are documented within service level agreements concluded between IT and Business Operations 

and that cover business applications availability, response time and internal and external deadlines. Dedicated IT 

KPIs measure and report the adherence to the contracted service levels. 

 

A high degree of reliability is ensured by different types of reviews. 
 

• On a monthly basis, the results of the KPIs are reported, reviewed, analysed and commented by the 

business owners and the Controls function. This includes a comparison versus the set standards. Results 

and status of the KPIs are reported to the ComEx monthly. Most business processes of LuxCSD have been 

outsourcing to entities of Clearstream and Deutsche Börse Group. The KPI reporting is laid down in the 

Group Outsourcing Policy and the LuxCSD Outsourcing Management Procedure. 

• At least yearly, KPI target reviews ensure adoption towards a changed market environment, customer 

demands or a changing internal focus. On a monthly basis, the results of the IT KPIs are as well reported; 

reviewed, analysed and commented by IT. The service level agreements are reviewed on a regular basis 

and adapted to a changed market environment, customer demands or a changing internal focus.  

• The risk management system as stated in the Risk Management Policy, aims to ensure that all threats, 

causes of loss and potential disruptions are properly identified in good time, centrally recorded, assessed 

(i.e., quantified in financial terms to the greatest possible extent), reported to the ComEx together with 

suitable recommendations and controlled.  

• Internal Audit ensures through independent audits that the adequacy of the risk control and risk 

management functions is monitored.  

 

The results of these audits are also fed into the risk management system. 

 

All the above allows the ComEx to assess the effectiveness of controls against set benchmarks and to define 

supplementary measures if deemed appropriate. 

 

Physical Security 
 

Clearstream, as insourcer of LuxCSD services, has implemented physical security standards, which are defined in 

the Deutsche Börse AG (DBAG) corporate security policy. LuxCSD has a leasing agreement to utilise the same 

premises as Clearstream in Luxembourg.  
 

Various sources, such as internet and media research, security information providers and governmental institutions 

are consulted when evaluating physical vulnerabilities and threats. Physical vulnerabilities and threats, resulting 

risks thereof and adequate counter-measures are defined on an ongoing basis. A major component of the defined 

processes derived from the corporate security policy is the security manual which describes operational and 

administrative tasks, segregated in a general part and a location specific part. In addition to this security manual, 

various other processes and procedures are established to ensure a highest possible safety for people and assets. 

Security Management has developed for example a physical security standard (PSS) which applies to all locations. A 

distinction is made between data centres, headquarters and ordinary office buildings. A further distinction is made 

regarding a single or multi-tenant usage of the building. The PSS were developed on basis of diverse recognised 

security standards. All processes are subject to permanent monitoring and verification which is guaranteed amongst 

others by security assessments, intelligence and monitoring, risk analysis, internal and external auditing, 

penetration testing as well as awareness campaigns and trainings. The Security Management Policy is the main 

framework and is complemented by:  
 

• Security manual;  

• PSS; 

• Security assessments;  

• Penetration test concept; 

• Access control work instructions; 

• Data centre access procedure (in cooperation with data centre team).  

 

The main corporate security elements listed below: 
 

• An access control system is in place for all premises and respective logs are kept. A card access system is 

in place for all areas, monitored 24/7. There are additionally armoured doorways to high sensitivity areas 

CCTV cameras are installed inside and outside the buildings. They operate in real time 24 hours, 7 days per 

week via CCTV and infra-red of all critical areas. Security guards are on site 24/7 and all entrances are 

checked by cameras. 
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• A Security Management System (SMS) is connected to the fire central and its fire detectors. Furthermore, 

the SMS is connected to an intrusion alert system. Surveillance of technical installations (temperature etc.) 

is also installed. Visitors are required to sign in at reception providing valid proof of identity and must be 

accompanied by staff onsite. The building is therefore restricted to authorised personnel and accompanied 

visitors.  

• Finally, computer facilities have no windows facing outside, ensuring data confidentiality. •All projects have 

to follow the Corporate Security policy framework to address sources of physical vulnerability as described 

in the Security Manual, like the monitoring of third party providers (e.g., access to buildings), Information 

Security and data protection principles and fire protection guidelines. 

 

Information Security 
 

Information security governance, objectives, oversight accountabilities and organisational structures are in place to 

support conscious, proactive, and effective risk-based decisions that ensure high standards of information security. 

The governance structure is in place to enable a reasonable level of assurance on the design adequacy and operating 

effectiveness of information security framework. Information Security and Risk Committee, with escalating authority, 

provide oversight and review of the risk mitigation strategies. The Board of Directors and the ComEx are responsible 

for establishing the tone at the top regarding the importance of internal control over information security, including 

compliance with internal policies and external regulatory requirements. Furthermore, the Clearstream Chief 

Information Security Officer (CISO) is responsible for the organisation and management of Clearstream’s second 

line of defence information security function and reports to the Board of Directors. More specifically, key 

responsibilities of the CISO are the following:  
 

• Reviewing and enforcing applicable information security policies, regulations, and standards. 

• Steering of the information security processes, controls and compliance activities.  

• Monitoring and reporting on the effectiveness of the information security services provided to Clearstream 

by Deutsche Börse Group as per the outsourcing agreements. 

• Identification, evaluation and tracking of any information security risk relevant for Clearstream.  

• Taking the necessary steps for effective management of risks, resolution of vulnerabilities, and 

improvement of the overall information security risk posture. 

• Overseeing the effective resolution of internal and external audit findings and recommendations related 

to information security incl. flagging up any issues / risks, which may prevent meeting agreed timelines 

or level of quality. 

• Reporting to the Board of Directors and relevant Committees as well as to external auditors and 

regulators as required.  

• Supporting the Board of Directors in meeting their fiduciary duties in relation to information security. 

• Liaising with the responsible regulator(s) for information security matters.  

 

In the context of the existing outsourcing framework, several security services are provided by Group Security. 

The outsourcing agreement in place defines the agreed Key Performance Indicators ‘‘KPIs’’ which are measured and 

monitored. 

 

Group Information Security organisational structure includes the following units: 
 

• IS Governance & Risks, focusing on governance, risk, policies and standards, compliance and security 

awareness;  

• Identity & Access Management, focusing on identity management, access management, information asset 

management and cryptography;  

• IS Engineering, focusing on application security, end-user and mobile security, and infrastructure security, 

as well as building of solutions;  

• IS Assurance, acting as a watchdog, focusing on compliance, vulnerability management, vulnerability 

scanning, evaluation and verification, risk mitigation, re-porting, and the definition of rules to guarantee the 

controlled administration of production environments;  

•  Computer Emergency Response Team (CERT), acting as the central organisation for incident management 

including, without limitation, all cyber situational analysis (pro-active, detective, and forensic).  

• Security Strategy & Architecture cover all Information Security Architecture topics and functionally steers 

the Security Leads in other parts of the organisation and the Project Information Security Architects (P-

ISAs) in the Product areas and Shared services (i.e. IT Infrastructure). 

 

Information security policies, standards and processes provide the basis for carrying out information security 

internal control across all group entities. They are regularly enforced, reviewed and updated where deemed 

necessary. The framework is structured in a hierarchy composed of three tiers with the Group Security Charter as 
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the single highest-level information security charter (Tier 1). Tier 2 is made up of policies covering Information 

Security, Incident Management, Application Security, Infrastructure Security, Suppliers Security and Corporate 

Security. Tier 3 expands upon the previously mentioned policies into a set of security standards and guidelines. 

 

Business Continuity Management (BCM) 
 

LuxCSD has approved the Deutsche Börse Group BCM Policy. The purpose of this policy is to determine the DBG 

approach and organisational roles and responsibilities with regard to Business Continuity Management (BCM) in 

order to provide clear direction for the development, implementation, validation and maintenance of a Business 

Continuity Framework within DBG. 

 

Please note that due to the nature, size, and complexity of the business of the CSDs (CBL, CBF and LuxCSD) the 

Business Continuity Plan (BCP) is made of multiple documents. Specifically, the Business Continuity Plan is made 

of: 

• BCP approval presentation, which highlights the key components of the BCP of the CSD (e.g. Recovery 

strategies, BIA, Testing, etc..). 

• Unit Recovery Plans of the different business functions, which may be produced at Unit, Section or 

Department level as appropriate. Unit Recovery Plans (URPs) are an essential part of the business 

continuity concept. URPs are a collection of information, guidelines and procedures which are compiled, 

developed, and maintained by the relevant organisational units for use in the event of an emergency or 

disaster to maintain the continuity of the unit's vital business functions. Each mission critical unit must 

establish, implement, and maintain a URP to describe its critical business activities, associated business 

recovery requirements and business recovery action plan. 

 

The functions which are indispensable for the critical daily operations are called mission critical and must be 

resumed within a Recovery Time Objective (RTO) of 2 hours following a disruptive incident, crisis, or large-scale 

disaster. The RTO is the time period following a disruptive incident within which products, services or activities must 

be resumed or resources must be recovered in order to ensure the Group to fulfil its contractual obligations. 

 

Furthermore, please note that IT systems are hosted in dual data centres in Luxembourg and to some extent in 

Frankfurt and can be remotely operated. All types of components are redundant between the dual data centres and 

actively used for production. Full data synchronisation between the dual data centres is in place to ensure no data 

loss occurs (Recovery Point Objective = 0). In case of an incident in one data centre, a failover mechanism ensures 

that all processing is taken over by the second data centre. The arrangements in place protect against the loss of 

one data centre in one location. This recovery mechanism is ensured by carrying out on a yearly basis the so-called 

“IT Disaster Recovery Test” where Clearstream simulates the loss of systems in one data centre and validating that 

critical systems can effectively run in the remaining centre. The IT units have to provide the test results and required 

information to the BCM function for the assessment of the tests. With regard to the secondary site, please note that 

in Luxembourg, Cork and Frankfurt backup facilities provide alternative office space for CBL mission critical units 

in the event their normal office location would become unavailable. The backup office facilities are exclusively 

dedicated to DBG mission critical units including CBL, CBF and LuxCSD. The backup locations are fully equipped in 

terms of capabilities, functionalities, staffing arrangements and are always operational. Furthermore, please note 

that business transfer mechanisms to other CBL/CBF/LuxCSD locations are in place as recovery concept to ensure 

continuity of operations in the event of workspace unavailability. 

 

Guideline on Risks posed to others and on Risks posed to us    
 

Guidelines are in place describing the processes and mechanisms to identify, measures, monitor and enabling 

reporting on the risk that the CSD poses to others, as well as the risks that others pose to the CSD. This includes   a 

procedure for the identification of key participants and the operational risks they may pose to the CSDs, driven by 

the underlying transaction volumes and values. The key participants are managed and monitored and are subject to 

enhanced due diligence measures for the assessment of their risk management capabilities. 

  



50 

 

Confidential 

Principle 18: Access and participation requirements 

Principle 18: Access and participation requirements 
 

An FMI should have objective, risk-based, and publicly disclosed criteria for participation, which permit 

fair and open access. 

 

Key consideration 1: An FMI should allow for fair and open access to its services, including by direct and, where 

relevant, indirect participants and other FMIs, based on reasonable risk-related participation requirements. 

Key consideration 2: An FMI’s participation requirements should be justified in terms of the safety and efficiency of 

the FMI and the markets it serves, be tailored to and commensurate with the FMI’s specific risks and be publicly 

disclosed. Subject to maintaining acceptable risk control standards, an FMI should endeavour to set requirements 

that have the least-restrictive impact on access that circumstances permit. 

Key consideration 3: An FMI should monitor compliance with its participation requirements on an ongoing basis and 

have clearly defined and publicly disclosed procedures for facilitating the suspension and orderly exit of a participant 

that breaches, or no longer meets, the participation requirements. 

 

As a first step, LuxCSD ensures that the applicants are validly incorporated and existing under the relevant 

jurisdiction of incorporation and have the capacity to enter into agreements with LuxCSD and to perform the activities 

provided therein. 

 

For participation in the settlement system, LuxCSD grants access only to applicants who are regulated financial 

institutions.  

 

In this respect, LuxCSD is requesting from its customers to be provided with the following documents in original or 

in certified form, together with the account application forms: 
 

• the articles of association and, if the articles are not available in English, French or German, a legal English 

translation; 

• the banking or business license and, if the license is not available in English, French or German, a legal 

English translation; 

• the excerpt of the applicant’s register including certificate of residency; 

• the applicant's most recent audited annual reports. In the case the applicant is a subsidiary, the latest 

audited annual report of the parent company; 

• the Anti-Money Laundering (“AML”) and Anti-Terrorist Financing Questionnaire, duly filled in and signed; 

• the FATCA self-certification form, duly filled in and signed; 

• the entity tax residency self-certification form duly filled in and signed; 

• the controlling persons tax residency self-certification form, duly filled in and; 

• the US Patriot Act certification (if available); 

• a detailed report written on the applicant by a recognised rating agency (if available). 

 

Please also refer to the following page on LuxCSD’s website: https://www.luxcsd.com/luxcsd-en/about-

luxcsd/becoming-a-luxcsd-customer 

 

As to the financial conditions of a potential new customer, the applicant's credit standing is reviewed considering 

various qualitative and quantitative factors such as operating environment, liquidity, capitalisation, asset quality, 

profitability and the financial support by the parent. 

 

In line with CSDR requirements, a Participant Acceptance policy has been established and published at the above-

mentioned link. Criteria for participation allow fair and open access for all legal persons that intend to become 

participants in the securities settlement systems operated by LuxCSD and are applied in a non-discriminatory 

manner, however with due regard to risks to financial stability and the orderliness of markets. Criteria restricting 

access always relate to a specified risk.  

 

As long as the applicant is meeting the criteria defined above, and once the application forms are validated internally, 

LuxCSD’s participants will have in principle access to the full range of services offered by LuxCSD, under the specific 

terms of each service, subject to credit, operational and legal risk assessments that in some cases are product-

specific.  

 

LuxCSD cannot have relations with indirect participants. Indirect participants would be the underlying client of a 

customer of LuxCSD whose contractual relation with and contractual obligations to is uniquely to the customer. Such 
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parties would therefore only have benefit from the services LuxCSD offers through LuxCSD’s customers, their own 

custodians, under the same terms. LuxCSD endeavours to identify the participants’ clients responsible for a 

significant proportion of transactions processed by the company and the participants’ clients whose transactions, 

based on their volumes and values, are significant relative to the respective participants 'risk management capacity.  

 

The terms of the services that LuxCSD provides are mainly, but not only, dictated by 3 obligations:  
 

• our legal obligations as a CSD under the art. 16 CSDR; 

• our compliance, at all times, with our legal and regulatory obligations whilst remaining above any justified 

criticism in the eyes of our customers, regulators and the public; 

• the consideration of the credit, operational and IT security risk undertaken and our obligation to mitigate 

the systemic risk that could be encountered. 

 

LuxCSD is considering the risks that an actual or prospective customer may represent and ensures that the 

applicants and the customers meet appropriate operational, financial and legal requirements to allow them to fulfil 

their obligations. 

 

In that sense, the regulated Financial Institution status of our customers is clearly relevant for the running of a 

settlement system like LuxCSD’s, as they have the capacity to use the format and the means of communication used 

by LuxCSD and other customers (IT capabilities), they have an appropriate risk management expertise and they are 

subject to risk-related capital requirements and appropriate indicators of creditworthiness and this explains, why 

no natural persons are accepted as customers. 

 

The existence and the capacity of the participant are initial requirements, in order to ensure that the participant has 

a legal existence and that the commitments taken are valid and binding upon it. This is based on the civil law 

requirements as to the validity of the convention (article 1108 of the civil code). 

 

The definition of the types of participants (e.g.: no natural persons, but only persons deemed professional of the 

financial sector) or obligations related to applicable international sanctions can be seen as legal limitation as to the 

participants.  

 

Least restrictive access 
 

A review of the Compliance policies and procedures are at least run annually in order to ensure that controls and 

obligations in place remain accurate. A review of the participant relation is organised by each risk-related area 

(whether Compliance, Credit or…) as per their internal process.  

 

Additional risk assessments are performed when existing participants seek access to higher risk products. This is 

typically the case when an existing customer will request the opening of an additional account for a specific purpose. 

The whole relation will be considered in the decision to open or not such account. Such review process will trigger 

the review of the level of access restriction for the services offered, and the different requirements that may be 

imposed, or lifted, on the customer. 

 

Essential required information on LuxCSD’s products and services is publicly available in the Customer Handbook, 

at the following link: 

https://www.luxcsd.com/luxcsd-en/keydocuments/customer-handbook 

 

The Compliance department is responsible for the continuous monitoring of transactions and product usage of a 

customer. LuxCSD has the obligation to ensure that the documents, data and information regarding a business 

relationship are kept up to date at all times. A periodic review cycle applies to all relationships and accounts. The 

frequency of the review cycle depends on the risk classification of the customer:  

 

Considering the nature of our customers and the fact they can themselves act as intermediaries (please refer to our 

comments on the possible types of accounts, omnibus and segregated) LuxCSD by default does apply enhanced due 

diligence as per the terms of the Association of the Luxembourg Fund Industry (ALFI) in the “Practices and 

Recommendations aimed at reducing the risk of money laundering and terrorist financing in the Luxembourg Fund 

Industry”.  

 

In line with Article 54 of the General Terms and Conditions, LuxCSD reserves the right to terminate or suspend the 

provision of services to the customer with immediate effect, and without prior notice, if in LuxCSD’s opinion the 

customer is in material breach of any obligation incumbent upon it under the Governing Documents or any other 

agreement between LuxCSD and the customer. For the purpose of the GTCs, a material breach shall be interpreted 

https://www.luxcsd.com/luxcsd-en/keydocuments/customer-handbook
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as a breach to an essential obligation of the customer under the GTCs, i.e., a breach that would affect the 

consideration of the contractual relationship (la cause du contrat).  

Possible suspension of the service to the participant is covered by Articles 32 and 35 of the GTCs. 

 

To request the closing of an account, the account owner must apply, either, via Xact Web Portal or by sending an 

authenticated SWIFT message, or a letter to LuxCSD. The customer shall support all due fees, commissions, and 

other charges still to be calculated when a closure request reaches LuxCSD. The customer shall be released from 

obligations towards LuxCSD when LuxCSD confirms to the customer that the account is closed. 
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Principle 19: Tiered participation arrangements 

Principle 19: Tiered participation arrangements 
 

An FMI should identify, monitor, and manage the material risks to the FMI arising from tiered 

participation arrangements. 

 

Key consideration 1: An FMI should ensure that its rules, procedures, and agreements allow it to gather basic 

information about indirect participation in order to identify, monitor, and manage any material risks to the FMI 

arising from such tiered participation arrangements. 

Key consideration 2: An FMI should identify material dependencies between direct and indirect participants that 

might affect the FMI. 

Key consideration 3: An FMI should identify indirect participants responsible for a significant proportion of 

transactions processed by the FMI and indirect participants whose transaction volumes or values are large relative 

to the capacity of the direct participants through which they access the FMI in order to manage the risks arising from 

these transactions. 

Key consideration 4: An FMI should regularly review risks arising from tiered participation arrangements and should 

take mitigating action when appropriate. 

 

LuxCSD has contractual relationships covering the delivery of its products and services including settlement and 

custody services uniquely with its direct customers. It therefore maintains only direct participation arrangements 

within the meaning of the Payment Services Law and the Finality. LuxCSD neither opens accounts with nor 

recognises any indirect or tiered participants. LuxCSD owes a duty of redelivery or restitution of assets deposited by 

a direct customer uniquely to that customer or to its legal successor even if LuxCSD is aware that its direct customer 

owes generally corresponding duties to its clients and that its direct customers routinely deposit securities 

entitlements which are ultimately owed to other intermediary firms and to investors. 

 

LuxCSD’s direct customers are obliged under the terms of LuxCSD’s General Terms and Conditions to segregate 

entitlements to securities deposited for their own account (proprietary assets) from entitlements deposited on behalf 

of third parties (client assets). The key feature of the arrangements governing the deposit of client assets is that each 

customer account opened in LuxCSD’s system must be designated by its direct customer into one of three categories: 
 

• Proprietary 

• Client – Segregated 

• Client – Omnibus 

 

Where a client account is segregated, the LuxCSD direct customer is required to disclose to LuxCSD the identity of 

its underlying client; the party to which it owes the entitlements to the securities deposited. The account name may 

or may not incorporate this disclosure at the discretion of LuxCSD’s direct customer. 

 

Where a client account is opened in omnibus form, the direct LuxCSD customer is commingling the assets of several 

of its underlying clients. LuxCSD requires that no single interest in a client omnibus account should exceed 25% of 

the total value of assets deposited on that account over time as represented by its direct customer. When a single 

interest does exceed that threshold, LuxCSD requires the direct account holding customer to segregate the 

corresponding assets onto a client segregated account. 

 

LuxCSD maintains only direct participation arrangements.  

 

Absent particular circumstances, LuxCSD has no legal right to collect information on its customer’s clients. 

However, it routinely gathers information on customers’ clients as a general matter in order to discharge its KYC 

obligations and in order to reach determinations on whether or not to onboard or to maintain a customer or particular 

account relation. LuxCSD gathers information relating to assets deposited on client accounts through three primary 

mechanisms: 
 

• The customer onboarding process; 

• The opening of additional accounts of existing direct customers; 

• The regular KYC reviews. 

 

The process is conducted by LuxCSD’s Relationship Management teams and reviewed by its Compliance team. In the 

case of client segregated accounts, LuxCSD seeks to identify the party to whom its direct customer owes the security 

entitlements deposited on the account and records this information in its KYC file. 
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In the case of any direct customer depositing assets on client accounts whether in segregated or in omnibus form, 

LuxCSD collects information relating to the regulatory, business and control arrangements that its direct customer 

has in place in order to service or to support third party business. LuxCSD also obtains information on the geography, 

products, and type of client that its direct customer supports through any client accounts held with LuxCSD. LuxCSD 

aims to update this information on an annual basis. 

 

In line with CSDR, a specific “Key Participants” procedure has been set up for the appropriate identification, 

monitoring analysis and management of the operational risks that Key Participants may pose to LuxCSD’s 

operations. The scope covers LuxCSD settlement activities. 

 

In addition, LuxCSD evaluates its principle compliance-related risks arising from client accounts in terms of its 

exposure to the conduct of the clients of its direct customers with regard to AML obligations and to sanctions 

compliance. LuxCSD’s compliance risk assessment identifies the conduct of the clients of its direct customers as a 

significant component of its overall operational risk. 

 

These risks are mitigated in the following ways: 
 

• At onboarding and during regular KYC review, the competence and the capacity of customers depositing 

client assets is assessed including the regulatory capacity of the direct customer to accept client assets 

and, in the case of omnibus accounts, to commingle them. That assessment includes a determination of 

whether or not the direct customer is AML regulated in a jurisdiction applying standards equivalent to those 

that apply in Luxembourg. New client accounts – whether of existing or of new customers – are subject to 

the prior review of LuxCSD’s compliance officers and the prior approval of the ComEx; 

• The identity of any underlying client that has been disclosed to LuxCSD is screened against EU, US and UN 

sanctions lists, adverse media lists and lists of politically exposed persons both at point of onboarding and 

during regular KYC review. Hits are referred to LuxCSD’s compliance officers and resolved in accordance 

with LuxCSD’s compliance policies and procedures; 

• In addition, settlement instructions, income payment instructions and static reference data related to 

corporate actions and tax services processing are also screened against EU, US and UN sanction lists, 

adverse media lists and lists of politically exposed persons. LuxCSD’s screening strategy aims to ensure 

that the identity of such investor does not expose it to undue compliance risk. 

 

In cases where the identity of the underlying client or information relating to the direct customer’s client franchise 

in general triggers heightened AML, sanctions or related risk concerns, LuxCSD may employ a number of specific 

mitigation strategies including requiring the direct customer to disclose additional information (including where not 

previously known, the identity of the underlying client or the beneficial owner), blocking the securities entitlements 

and disclosure to LuxCSD’s regulators, foreign authorities or LuxCSD’s agents in third countries. LuxCSD’s 

contractual right to pursue and to enforce such mitigation strategies is derived from its General Terms and 

Conditions. 

 

In respect of the Key Participants risk, Risk Management runs on an ongoing basis a process to identify the key 

participants in the securities settlement system that it operates based on the following factors: 
 

• their transaction volumes and values; 

• material dependencies between its participants and its participants’ clients, where the clients are known to 

LuxCSD, that might affect LuxCSD; 

• their potential impact on other participants and the securities settlement system of LuxCSD as a whole in 

the event of an operational problem affecting the smooth provision of services by LuxCSD. 

 

LuxCSD has no tiered participation arrangements within its system, so this question is addressed from the 

perspective of the relation between LuxCSD’s direct customer and its underlying clients. 

 

LuxCSD owes a duty of redelivery or restitution of securities deposited by a direct customer uniquely to that customer 

or to its legal successor. It equally owes a duty of information regarding positions on client accounts uniquely to its 

direct customer or its legal successor even when LuxCSD is aware of the identity of its direct customer’s underlying 

client. 

 

There is therefore an implicit reliance on the regulated status of direct customers holding client accounts and the 

insolvency and resolution regimes to which they are subject. It is those regimes that will determine how, and under 

which conditions the underlying clients of a direct customer may gain access to assets deposited on client accounts 

opened with LuxCSD in the event of the direct customer’s failure. 

 



55 

 

Confidential 

For that reason, LuxCSD evaluates the general level of credit risk of each prospective direct customer prior to 

onboarding irrespective of whether the customer will benefit from credit facilities. LuxCSD additionally evaluates the 

capacity and competence of those of its direct customers depositing assets on client accounts to do so on a continuing 

basis in the regular KYC review. 

 

LuxCSD seeks to assess the regulatory and legal competence and the capacity of its direct customers to control and 

to manage deposits of and transactions in securities to which entitlements are ultimately owed to third party clients. 

LuxCSD tracks on a continuing basis the proportion of each of its direct customer’s business volumes that is 

conducted on behalf of its own accounts and on behalf of clients. A determination of the continued capacity to support 

its current volume of client account business is made case by case in the KYC review. 

 

In addition to the identification based on volumes and values, there is an identification process for “indirect 

participation” (e.g. transaction volumes and values from participants and its participants’ clients). 

The analysis to identify potential material dependencies of the indirect participation is performed at the level of all 

participants of LuxCSD, i.e., considering all settled volumes and values for all participants 

 

LuxCSD’s Risk Management will send out a formal letter to LuxCSD participants identified as key participants. This 

targets primarily their indirect participation client scope that represents a threshold of at least 10% or more (exceed) 

of the overall volume/value of transactions processed by the legal entity. In this case, the identified Key Participant 

will provide details on the clients and confirm that appropriate measures have been imposed on their customers to 

ensure operational risks potentially stemming from the participant’s clients are adequately managed. 

 

In addition, an enhanced due diligence will be carried out. With the above, LuxCSD can determine material 

dependencies between its participants and its participants’ clients, where the clients are known to LuxCSD, that 

might affect LuxCSD. 

 

LuxCSD can also identify the following:  
 

• the participants’ clients responsible for a significant proportion of transactions processed by LuxCSD; 

• the participants’ clients whose transactions, based on their volumes and values, are significant relative to 

the respective participants 'risk management capacity. 

 

The risk arising from the conduct of the clients of LuxCSD’s direct customers is evaluated on an annual basis within 

its Compliance Risk Assessment. The policies and procedures that support the mitigation of those risks are reviewed 

on an annual basis by LuxCSD’s ComEx. 
 

• Whether the client accounts of the direct customer have triggered specific AML or sanctions – related 

concerns; 

• Whether the direct customer’s own business franchise has been the subject of adverse media commentary 

or enforcement action in areas pertinent to the direct customer’s client accounts held with LuxCSD; 

• Whether the direct customer has been the subject of regulatory action; 

• Whether the direct customer has modified the use, or the apparent purpose of client accounts opened with 

LuxCSD.  

 

Risk Management identifies and monitors the Key Participants on a quarterly basis. A report is run at the end of each 

quarter and it covers the last 6 months of settlement activities. When a Key Participant is identified, he keeps that 

status for at least the next 12 months. In addition to the above report, Risk Management may, on an exceptional 

basis, run ad-hoc reports under abnormal market conditions or events (e.g. this could be the case when a financial 

crisis is ongoing, high volatility is observed or geopolitical changes are foreseen). For each case, Risk Management 

will decide to run ad-hoc reports to assess a potential impact of the event on one of the securities settlement 

systems.  
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Principle 20: FMI links 

Principle 20: FMI links 
 

An FMI that establishes a link with one or more FMIs should identify, monitor, and manage link-

related risks. 

 

Key consideration 1: Before entering into a link arrangement and on an ongoing basis once the link is established, 

an FMI should identify, monitor, and manage all potential sources of risk arising from the link arrangement. Link 

arrangements should be designed such that each FMI is able to observe the other principles in this report. 

Key consideration 2: A link should have a well-founded legal basis, in all relevant jurisdictions, that supports its 

design and provides adequate protection to the FMIs involved in the link. 

Key consideration 3: Linked CSDs should measure, monitor, and manage the credit and liquidity risks arising from 

each other. Any credit extensions between CSDs should be covered fully with high-quality collateral and be subject 

to limits. 

Not applicable to LuxCSD 

Key consideration 4: Provisional transfers of securities between linked CSDs should be prohibited or, at a minimum, 

the retransfer of provisionally transferred securities should be prohibited prior to the transfer becoming final. 

Key consideration 5: An investor CSD should only establish a link with an issuer CSD if the arrangement provides a 

high level of protection for the rights of the investor CSD’s participants. 

Key consideration 6: An investor CSD that uses an intermediary to operate a link with an issuer CSD should measure, 

monitor, and manage the additional risks (including custody, credit, legal, and operational risks) arising from the 

use of the intermediary.  

Not applicable to LuxCSD 

Key consideration 7: Before entering into a link with another CCP, a CCP should identify and manage the potential 

spill-over effects from the default of the linked CCP. If a link has three or more CCPs, each CCP should identify, 

assess, and manage the risks of the collective link arrangement.  

Not applicable to LuxCSD 

Key consideration 8: Each CCP in a CCP link arrangement should be able to cover, at least on a daily basis, its current 

and potential future exposures to the linked CCP and its participants, if any, fully with a high degree of confidence 

without reducing the CCP’s ability to fulfil its obligations to its own participants at any time. 

Not applicable to LuxCSD 

Key consideration 9: A TR should carefully assess the additional operational risks related to its links to ensure the 

scalability and reliability of IT and related resources. 

Not applicable to LuxCSD 

 

New CSD Link:  
 

LuxCSD only has direct links (including interoperable links with other CSDs in T2S for T2S related aspects) in place.          

The identification of a new market by LuxCSD will cover the following main dimensions (the same dimensions may 

also apply to some extent to link enhancements depending on the type of enhancement): 
 

• Markets and Intermediaries; 

• Legal Status of Securities; 

• Finality of Settlement; 

• Regulatory environment and controls; 

• Market Sizes and Statistics; 

• Specific Customer Requests; 

• Initial projections; 

• Risks for LuxCSD and/or its customers. 

 

The above is combined with a review of relevant market statistics, an initial assessment of potential deposit levels 

based on feedback from customers (where available) and a high-level estimation of percentages of foreign 

investment (where available). 
 

The aim of the process is to obtain sufficient knowledge and understanding of local market infrastructures, market 

mechanics, available instruments, key market practices (including disclosure requirements), possible market risks 

and non-resident investor restrictions in order to make an informal assessment. 
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Requests may also be received from market infrastructures or potential new suppliers that are interested in 

improving their own ability to attract foreign investment. Nevertheless, markets must be attractive on their own 

before LuxCSD will consider developing a link.  

 

New CSD link assessment: 

 

When a new CSD link is established, the following elements and documents are collected, reviewed, verified and 

documented: 
 

• rules and participation requirements of the receiving CSD as appropriate contractual arrangements 

setting out, he respective rights and obligations of the parties including unambiguous choice of law 

governing each aspect of the link; 

• compliance with regulations concerning AML and terrorism financing;  

• financial soundness, governance arrangements, processing capacity, operational reliability, and any 

reliance on a third-party critical service provider (mandatory for links to non-EU/European Economic Area 

(EEA) CSDs, optional for links EU/EEA CSDs); 

• risks that are identified following the analysis of the financial soundness, governance arrangements, 

processing capacity, operational reliability, and any reliance on a third-party critical service provider of 

the receiving CSD; 

• confidentiality of information and data protection in connection to the operation of the link; 

• rules governing the moment of entry and irrevocability of transfer orders and finality of cash and securities 

transfers;  

• protection of the linked CSDs and their participants as regards possible credits taken by CSDs and the 

concentration and liquidity risks as a result of the link arrangements; 

• prohibition of retransfer of securities prior a provisional transfer of securities becoming final; 

• connectivity, communication arrangements and compliance with SWIFT standards; 

• local legislation applicable to the receiving CSD including legal assessment of entitlement to the securities 

including the law applicable to property aspects, nature of the rights of LuxCSD on the securities, the 

possibility of encumbering the securities, impact of insolvency proceedings opened against the receiving 

CSD regarding the segregation requirements, settlement finality, procedures and time-limits to claim the 

securities in the relevant country practicality and feasibility of delivery versus payment settlement 

(including possible market demand evidenced for example through a request from a user committee of 

one of the linked CSDs), review of fees (reasonable commercial fee for the provision of DVP settlement), 

safe and efficient access to cash (in the currencies used by the receiving CSD for settlement of securities 

transactions of the requesting CSD and its participants), mitigation of additional risk resulting from 

settlement of cash. If positive, decision to permit DVP settlement on the link. If DVP not practical and 

feasible, details why this is the case; 

• practicality and availability of DVP settlement in central bank money; 

• for CSD links of LuxCSD where DVP settlement is practical and feasible, ensure that it is conducted in 

central bank money via the cash accounts of LuxCSD’s customers and that as part of the settlement 

process LuxCSD does not receive any credit and that prefunding mechanisms covered by LuxCSD 

customers are used;  

• robustness of reconciliation procedures;  

• process in case a security is suspended from settlement; 

• process for transmitting information on processing of corporate actions; 

• in case physical securities will be held at the receiving CSD, the measures to protect the physical securities 

from theft, fraud, and destruction. The vaults should ensure a high level of protection against floods, 

earthquakes, fire and other disasters; 

• other relevant information deemed necessary. 

 

The CSD link arrangement questionnaire is sent to the receiving CSD covering the above subjects followed by a 

review with focus on the responses to the questionnaire which are input in the CSD link arrangement scoring tool, 

providing an assessment of the CSD on selected elements. Where applicable, on-site visit of vault areas of the CSD 

is conducted. 

 

Based on the responses provided, the CSD link arrangement scoring, and the information collected, the assessment   

is completed in the ‘CSD regulatory checklist’ to ensure that the necessary requirements are met.  

 

Any new link is subject to approval by LuxCSD Board of Directors.  
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Legal basis of a CSD link 

 

The contractual documentation includes:  
 

• Legal Agreement (principal contract); 

• The rules and/or participation requirements of the receiving CSD; 

• A legal opinion is obtained from an external legal counsel appointed by LuxCSD whenever a new link is 

established; 

• Fee schedule. 

 

Notification to authorities 

• The intention to establish a new link is notified to the competent and relevant authorities of LuxCSD.  

 

Customer communication 

• Before the effective date of the new link, the legal and operational terms and conditions of the link 

arrangement will be made available to customers via customer announcement;  

• On effective date of the new and/or enhanced link, the required customer documentation or updates to 

the existing documentation will be published on LuxCSD website. 

 

Maintenance of a CSD Link 
 

Risks from LuxCSD direct links are assessed on an ongoing basis, through the continuous oversight of market 

developments in the areas of procedures, practices, regulations or other infrastructure related developments. 

 

Each market is under the supervision of a dedicated Network Manager and a back-up is also designated. Each 

Network Manager performs an “end-to-end” role, covering all suppliers and infrastructures for a given market 

including:  
 

• Monitoring and maintenance of legal documentation; 

• Policies and guidelines - risk, contractual; 

• Process definition; 

• Market Review Process; 

• Management statistical reporting and business targets; 

• Key Performance Indicator reporting, analysis and action planning; 

• Issue Management; 

• Incident Management; 

• Benchmark development and maintenance; 

• Monitoring and communication of market changes internally across impacted LuxCSD departments and 

externally towards customers. 

 

To ensure that each link provides adequate protection to LuxCSD and its customers to following reviews are 

performed on an annual basis at least:  
 

• Contractual arrangements review; 

• Renewal of legal opinions; 

• Customer documentation updates; 

• Annual Link arrangement reviews are organized with receiving CSDs.  

 

Contractual arrangement review  
 

Risks deriving from existing links are also part of the annual risk review and are managed by Network Management 

in coordination with the Risk Management function. Management of risks on links includes: 
 

• updates to contractual arrangements with existing CSD to emphasise responsibility of the supplier in 

relation to any risks identified;  

• establishment of action plans with CSDs and subsequent follow up to ensure any agreed actions are being 

undertaken. Such a follow up may be conducted via regular meetings/calls and results in a subsequent 

update of action plans and documenting of the progress for each action; 

• ad-hoc testing with CSDs to ensure established processes on which risks may have been identified are 

functioning as expected; 

• creation and maintenance of internal procedures and processes to document the actions to be taken as 

part of the risk management of CSDs. 
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On a continuous basis, the risk profile of every link is reviewed when there are operational, legal or regulatory 

changes.  The relevant CPMI-IOSCO standards are used in the relevant assessments.  

 

The legal opinion  
 

The legal opinion is requested from an external counsel on an annual basis to represent independent and neutral 

confirmation of the CSDs ability to perform as required without the risk of being superseded by local regulations or 

practices. It represents a confirmation of key legal requirements in respect to the market served, including: 
 

• Enforceability of the CSD’s obligations; 

• Non-allowance of upper tier attachments; 

• Recoverability of assets in case of bankruptcy; 

• Legal status and authority of the depository/agent bank. 

 

Provisional Transfer of Securities 
 

Provisional transfer of securities and funds does not happen within LuxCSD. Please refer also to Principle 12 above: 

The Model 1 DVP system ensures true delivery versus payment, eliminating the risk of unwinding. LuxCSD provisions 

(blocks) such securities in the customer’s accounts until they are final in the local market, thereby prohibiting their 

re-transfer. 
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Principle 21: Efficiency and effectiveness 

Principle 21: Efficiency and effectiveness 
 

An FMI should be efficient and effective in meeting the requirements of its participants and the 

markets it serves. 

 

Key consideration 1: An FMI should be designed to meet the needs of its participants and the markets it serves, in 

particular, with regard to the choice of a clearing and settlement arrangement; operating structure; scope of 

products cleared, settled, or recorded; and use of technology and procedures. 

Key consideration 2: An FMI should have clearly defined goals and objectives that are measurable and achievable, 

such as in the areas of minimum service levels, risk- management expectations, and business priorities. 

Key consideration 3: An FMI should have established mechanisms for the regular review of its efficiency and 

effectiveness. 

 

LuxCSD provides Luxembourg’s financial community with services for settlement in EUR central bank money as well 

as with issuing and custody services for a wide variety of domestic and international securities including investment 

funds. In 2020, LuxCSD received its CSDR licence (Central Securities Depositories Regulation) aiming to increase the 

safety and efficiency of securities settlement and settlement infrastructures in the EU.  

 

As a central securities depository, LuxCSD offers custodian banks and distributors across Europe excellent custody 

and value-added services as well as a highly efficient settlement process with access to many counterparties. 

Settlement of securities transactions in central bank money reduces risk for financial market participants. 

 

LuxCSD fully supports dematerialised securities as these significantly reduce inefficiency, risk, and cost for the 

financial services sector. In addition, LuxCSD advises issuers who are in the process of dematerialising their physical 

securities. 

 

LuxCSD is also accredited by the Global Legal Entity Identifier Foundation (GLEIF) as an official Local Operating Unit 

(LOU) for the issuance and renewal of legal entity identifiers in 37 jurisdictions around the world. An online portal is 

available for registrants and their authorised intermediaries to initiate new LEI requests, maintain existing LEIs and 

update reference data. The Luxembourg based; multilingual LEI Service team supports LEI customers to comply 

with the data standards. The required legal entity reference data is published and made available to the public for 

free on LuxCSD’s website and in GLEIF concatenated files. 

 

LuxCSD follows a proactive approach towards its customers by structuring feedback and dialogue with its customers 

in a number of ways – including a series of industry surveys, organised senior executive sessions, specific customer 

validation during the product/service developmental cycle and one-to-one customer sessions during due diligence 

visits. 

 

LuxCSD engages with customers  to determine which new product and services require development either in 

response to the changing market environment or to specific (bespoke) customer needs. In addition, ongoing 

assessment of our product portfolio inventory and monitoring of competition allows us to anticipate customer needs 

before approaching them for feedback. Customer contact and therefore obtaining the voice of the customer is an 

integral part of our product teams’ activities. 

 

In addition, LuxCSD has implemented a User Committee which is composed of representatives of issuers and 

participants to advise the Board of Directors independently from any direct influence by the management of LuxCSD. 

The User Committee consults with and makes recommendations to the Board of Directors with respect to relevant 

matters, which are the following: 
 

• The Committee advises the Board of Directors on key arrangements that impact on its members, including 

the criteria for accepting issuers or participants in their respective securities settlement systems and on 

service level; 

• The Committee may submit non-binding opinions to the Board of Directors, containing detailed reasons 

regarding the pricing structures of LuxCSD. 

 

Further information can be found on the LuxCSD website: https://www.luxcsd.com/luxcsd-en/about-luxcsd/ 

companygovernance/companygovernance/luxcsd-committees/usercommittee  

 

 

https://www.luxcsd.com/luxcsd-en/about-luxcsd/companygovernance/companygovernance/luxcsd-committees/usercommittee
https://www.luxcsd.com/luxcsd-en/about-luxcsd/companygovernance/companygovernance/luxcsd-committees/usercommittee
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The Board of Directors is empowered to set LuxCSD’s strategy, objectives, and overall direction, overseeing and 

monitoring management decision-making and effectively directing the business activities. The Board of Directors 

shall also hold the final responsibility for managing  LuxCSD’s risks and ensure that  LuxCSD’s policies, procedures 

and controls are consistent with its risk tolerance and risk bearing capacity and that these policies, procedures and 

controls address how LuxCSD identifies, reports, monitors and manages risks. 

 

LuxCSD's risk strategy is aligned to its business strategy and its goals of continuously developing new services, 

enhancing the efficiency of its operations, and reducing overall processing costs. LuxCSD's risk strategy defines the 

risk appetite as a risk limitation, which protects and ensures continuity of operations. LuxCSD's risk appetite 

framework constitutes the tools and concepts that are used to manage risks. The aim is to be able to monitor risks 

continuously and thereby manage risks according to the risk appetite. A systematic process is set-up to ensure a 

comprehensive detection of quality deficits, leading to their resolution.  

 

LuxCSD strives to operate at the lowest cost while at the same time delivering best in class products and services 

that meet customers’ needs and specifications. LuxCSD defines its service level and consequent goals and objectives 

in depository service level agreements which are reflecting market standards and are the basis for operational 

procedures and publications of applicable operational processes to LuxCSD customers. 

 

Based on Service Definition Statements (SDS), KPIs have been defined  to measure adherence to the SLA 

specifications. LuxCSD measures operational KPI STP target rates to ensure the monitoring of customer instruction 

processing at the highest possible system standard. The KPIs quantify different dimensions of the operational service 

delivery, mainly quality (e.g. error rates, degree of automation, turnaround times, etc.) including risk elements and 

capacity utilisation. In a continuous process, the KPIs are measured, analysed and reported monthly or ad hoc to the 

Comité Exécutif of LuxCSD. At least yearly, target reviews ensure adoption towards a changed market environment, 

customer demands or a changing internal focus. 

 

Furthermore, LuxCSD strives to provide products and services with utmost reliability. It thus gives the highest 

importance to the resilience of its business to safeguard it against incidents and disasters, as the unavailability of 

core processes and resources represents a substantial risk for LuxCSD and potential systemic risk to the markets 

as a whole. Therefore, LuxCSD aims to satisfy itself and the markets of its ability to continue to operate under adverse 

conditions or in the face of unexpected events or disasters.  

 

In case of business interruption, operations must be resumed within appropriate time scales primarily in order to:  
 

• Safeguard LuxCSD from significant losses, maintain revenue generation and shareholder value; 

• Maintain customer confidence, market stability and liquidity and minimise systemic risk;  

• Maintain management control, fulfil contractual obligations and regulatory compliance.  

  

The functions, which are indispensable for the critical daily operations in view of the above objectives, are called 

mission critical and must be resumed within a Recovery Time Objective of 2 hours following a disruptive incident, 

crisis or disaster. The RTO is the time period following a disruptive incident within which products, services or 

activities must be resumed or resources must be recovered.  

  

In order to minimise the impact of unavailability of key resources, i.e., information (electronic or other), IT systems 

and networks, workspace and facilities, staff, and suppliers, LuxCSD implements and maintains effective and 

efficient business continuity plans in line with its needs and regulatory requirements. The business continuity plans 

must specify how services, processes and resources will be reinstated to a predetermined level within pre-defined 

time scales after an incident or disaster. Thereby the RTO for mission critical functions must be observed. The 

resilience and disaster tolerance of critical processes and resources must be commensurate with the business 

impact and the prevailing risks.  

  

Business continuity plans are used, tested regularly in the most realistic way, without causing unacceptable business 

impact, to ensure their effectiveness and viability and in order to provide assurance that a real incident could be 

successfully managed. All relevant staff must be competent in the execution of the incident and crisis management 

plans and business recovery procedures.  

  

To ensure that LuxCSD is able to respond to an incident in a rapid, controlled and effective manner, an incident and 

crisis management process is in place for the timely detection, escalation and assessment of incidents and the 

prompt activation of the business continuity plans.  

  

The systems architecture is designed to satisfy high availability requirements. The systems infrastructure is 

duplicated between two distant data centres. Components such as network communications, servers and storage 
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are running in parallel in the two centres. Core systems are clustered and load-balanced between the two centres 

to allow quick take-over in case of failure. All data is synchronously mirrored in real-time between the two centres. 

 

The design described above in combination with the RTO of 2 hours facilitates the completion of settlement by the 

end of the day also in extreme circumstances such as the full loss of one data centre. The last systems unavailability 

test, based on the scenario of the full loss of one data centre, was conducted in October 2020. The availability of 

LuxCSD's business critical applications was validated within the RTO period and the infrastructure's security was 

always maintained.  
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Principle 22: Communication procedures and standards 

Principle 22: Communication procedures and standards 
 

An FMI should use, or at a minimum accommodate, relevant internationally accepted 

communication procedures and standards in order to facilitate efficient payment, clearing, 

settlement, and recording. 

 

Key consideration 1: An FMI should use, or at a minimum accommodate, internationally 

accepted communication procedures and standards. 
 

LuxCSD fully endorses standardisation and has been leading in standards implementations. All connectivity 

channels are fully ISO15022 (and ISO20022 for Investment Funds, as well as SRD II Shareholders Identification 

Disclosure Requests) compliant, IP based and in line with EPTF (European Post Trade Forum) Barrier 2 (former 

Giovannini barrier 1) on communication protocols as stipulated in the “Giovannini File Transfer Rulebook” of 2007. 

 

In particular, instructions, be it for securities or cash, can be processed via a suite of connectivity products, 

ClearstreamXact which offers secure multi-channel connectivity with a choice of connection via web browser via the 

internet (Xact Web Portal), Virtual Private Network (VPN), the SWIFTNet FIN and FileAct network, as described below: 
 

• Xact Web Portal: The Xact Web Portal is a screen based, user to application (U2A) connectivity channel 

based on proven, up-to-date portal technology. The harmonised security and user management 

streamlines your access to a range of services. Xact Web Portal is based on ISO 15022 and ISO 20022 

message structure and terminology; 

• Xact File Transfer offers bi-directional high-volume data transfer, both ISO 15022 and 20022 messages as 

well as human readable messages. It can be seamlessly integrated with a customer’s in-house systems 

and is fully automated, making it an ideal component in a STP environment. Xact File Transfer can also be 

used via internet, VPN or SWIFTNet; 

• Xact via SWIFT. ClearstreamXact is also available via SWIFT. This solution is preferred by customers that 

have large transaction volumes and automated interfaces between their in-house back office systems and 

Clearstream. As Clearstream´s processing is fully STP. In the vast majority of cases for correctly formatted 

instructions, no manual intervention is required.  

 

LuxCSD settlement services are fully STP compliant. LuxCSD fully endorses internationally accepted communication 

standards. In this area, LuxCSD has also recently introduced the standard in compliance with applicable regulation 

(SRD II).  

 

In terms of reference data standards, LuxCSD has adopted all main applicable ISO standards. In order to make 

processes and systems work efficiently in such environment, LuxCSD is engaged in promoting the use ISO standards 

across the industry. 
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Principle 23: Disclosure of rules, key procedures, and market data 

Principle 23: Disclosure of rules, key procedures, and market data 
 

An FMI should have clear and comprehensive rules and procedures and should provide sufficient 

information to enable participants to have an accurate understanding of the risks, fees, and other 

material costs they incur by participating in the FMI. All relevant rules and key procedures should 

be publicly disclosed. 

 

Key consideration 1: An FMI should adopt clear and comprehensive rules and procedures that are fully disclosed to 

participants. Relevant rules and key procedures should also be publicly disclosed. 

Key consideration 2: An FMI should disclose clear descriptions of the system’s design and operations, as well as the 

FMI’s and participants’ rights and obligations, so that participants can assess the risks they would incur by 

participating in the FMI. 

Key consideration 3: An FMI should provide all necessary and appropriate documentation and training to facilitate 

participants’ understanding of the FMI’s rules and procedures and the risks they face from participating in the FMI. 

Key consideration 4: An FMI should publicly disclose its fees at the level of individual services it offers as well as its 

policies on any available discounts. The FMI should provide clear descriptions of priced services for comparability 

purposes. 

Key consideration 5: An FMI should complete regularly and disclose publicly responses to the CPSS-IOSCO 

disclosure framework for financial market infrastructures. An FMI also should, at a minimum, disclose basic data on 

transaction volumes and values. 

 

Governing documents 
 

LuxCSD’s rules and procedures are set out in the Governing Documents that enable the customers to identify clearly 

and understand fully the risks and responsibilities as participant in LuxCSD, in line with CSDR prescriptions. The 

Governing Documents include explanatory material written in plain language to: 
 

• help the customers understanding the fees applied to the services (the fees are published in the Fee 

Schedule); 

• system design and operations (these are set out in the Customer Handbook, the Market Link Guides); 

• customers’ rights and obligations (the GTCs); and 

• the risks of participating in the system (the Customer Handbook, the Market Link Guides). 

 

The Governing Documents are defining the rights and obligations of the customers as participants to a CSD. The 

information provided is related to, without limitation: 
 

• full range of activities and operations performed in LuxCSD’s environment; 

• the accounts (opening and closing of accounts), the segregation of the assets; 

• the type of assets, their eligibility and any circumstances that could affect their fungibility; 

• the execution of the instructions and communication means, including the key times and dates; 

• the liability regime (including the degree of discretion under which LuxCSD is exercising its rights, the 

exclusion of liability and the mitigating measures); 

• the securities interest that LuxCSD may have over the assets held in custody, such as the rights of pledge, 

retention and set off; 

• the record keeping and data protection regimes; 

• the settlement services, including the settlement finality and cancellation; 

• new issues and custody business services, including the timelines, the procedures and dates; 

• the fees applicable to the services; 

• the market covered and the specificities of each market, including the local settlement rules and times; 

• the impact on customers’ assets; 

• the conditions leading to a suspension or a termination of the services by LuxCSD; 

• the termination of the services by the customer; 

• the disclosure requirements applicable in each market. 
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Additional publications 
 

LuxCSD maintains a number of additional publications that are provided in soft-copy form via the LuxCSD website 

and updated regularly, serving the purpose of informing the customer about its products and services. These include 

communication manuals, e.g. Xact Web Portal User Manual, Xact File Transfer User Manual, Xact via SWIFT User 

Guide; and announcements. Announcements give details, of newly eligible currencies, changes in custody and 

clearing and settlement information, changes in taxation, changes to fees and charges, and other information about 

changes in the markets and LuxCSD’s products and services. The information given to customers in announcements 

is integrated, where applicable, into the Customer Handbook, the Market Link Guide, the Market Taxation Guides 

and other reference documents as appropriate. 

 

Announcements containing governing information are individually defined as Governing Documents on a case-by-

case basis. 

 

The customer publications are explanatory material readily and fully available to all current and prospective 

customers and can be found on LuxCSD’s website www.luxcsd.com . The main indicators used by LuxCSD to 

determine whether its rules and procedures are clear and comprehensive are the following: 
 

• Customers’ feedback collected by Relationship Managers and Client Services. 

Based on the continuous flow of questions received from the customers, LuxCSD is assessing whether the 

current documentation provided to the customers is sufficiently clear; 

• Training offers: For new products or major changes to the system, Relationship Managers provide detailed 

information to customers, via presentations and - if needed - also in personal meetings. During these 

sessions and via direct access to Client Services, LuxCSD collects the comments and takes the necessary 

steps to rectify any perceived lack of understanding by the customers. Especially for Connectivity products 

LuxCSD offers its customers dedicated training sessions, to which they can subscribe; 

• Operational information review: Review of operational information is performed at least twice per year, 

whenever there is a major IT release bringing new and enhanced product and service functionalities, but 

can also be updated on an ad hoc basis, when customers via Client Services or internal control bodies 

request a clarification. The same applies to Market Link Guides as well as the Tax Guides. 

 

LuxCSD has published an overview of its default rules and related procedures.  

The default management process is available at the following link:  

https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/luxcsd-default-management 

 

LuxCSD furthermore publishes some general information on its Business Continuity Framework in both the CPMI 

IOSCO Disclosure Framework and the Association of Global Custodians questionnaire; both documents are available 

on LuxCSD’s website. 

 

Annual financial figures and statistics are published in the trade register of Luxembourg after being reviewed by the 

external auditor. This information is available to customers upon request. 

 

Furthermore, statistics including settlement volumes, assets under custody and corporate actions are available in 

industry documents, like through ECSDA in the Annual CSD Factbook of the World Forum of CSDs. 

 

On a non-binding basis, LuxCSD provides also information related to tax regime in connection with the services 

provided in relation to each market, highlighting that the customers shall make their own tax assessment with 

respect to any aspects of the activities performed with LuxCSD.  

 

LuxCSD discloses information on the governance (composition of the management bodies, articles of association 

and the shareholding structure) and its regulatory status. This information helps customers to evaluate the risks 

regarding the services, but also on LuxCSD’s legal, regulatory, corporate, commercial, and operational environment. 

 

LuxCSD maintains a proactive relationship model. Customers are constantly informed about any changes and 

enhancements to LuxCSD systems via announcements on LuxCSD’s website. Customers can also subscribe to 

receive alerts via email of the publication of such announcements. The Client Services team is the general contact 

point for daily operational queries. The Client Services Officers - provide a single, accessible point of entry for queries 

and issues. Customers are also given the possibility to perform a due diligence visit on LuxCSD which would allow 

them to increase their understanding of LuxCSD’s rules and procedures. LuxCSD Relationship Managers meet with 

their clients on at least an annual basis. This provides an opportunity for clients to bring to their attention potential 

issues. Furthermore, a regular statistical report, showing for example the customer’s STP rate puts relationship 

management in the position to proactively address possible lack of understanding at the customer’s side.   

http://www.luxcsd.com/
https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/luxcsd-default-management
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Relationship Managers produce call reports of their interactions with clients. These reports form documentary 

evidence of the judgment of Relationship Managers based on these interactions, and where relevant will include 

elements demonstrating whether customers have a clear understanding of LuxCSD’s rules, procedures and 

understanding of risk, and would lead to further interaction on the part of the Relationship Manager or escalation 

within LuxCSD where any of these elements were felt to be insufficient.   
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V. List of publicly available sources 
 

General website:  www.luxcsd.com  

General Terms and Conditions General Terms and Conditions (luxcsd.com) 

Customer Handbook Customer Handbook (luxcsd.com) 

Fee Schedule Fee schedule (luxcsd.com) 

Information about governance Company Governance (luxcsd.com) 

Information on remuneration Remuneration Committee (luxcsd.com) 

Market Coverage section Market Coverage (luxcsd.com) 

Default Management Process https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-

safety/luxcsd-default-management   

Becoming a LuxCSD customer Becoming a LuxCSD customer 

CSDR Article 38 information CSDR Article 38 disclosure (luxcsd.com) 

 
 
  

http://www.luxcsd.com/
https://www.luxcsd.com/luxcsd-en/keydocuments/general-terms-and-conditions
https://www.luxcsd.com/luxcsd-en/keydocuments/customer-handbook
https://www.luxcsd.com/luxcsd-en/keydocuments/fee-schedule
https://www.luxcsd.com/luxcsd-en/about-luxcsd/companygovernance/companygovernance
https://www.luxcsd.com/luxcsd-en/about-luxcsd/companygovernance/companygovernance/luxcsd-committees/remunerationcommittee/remuneration-committee-1275732
https://www.luxcsd.com/luxcsd-en/products-and-services/market-coverage
https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/luxcsd-default-management
https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/luxcsd-default-management
https://www.luxcsd.com/luxcsd-en/about-luxcsd/becoming-a-luxcsd-customer
https://www.luxcsd.com/luxcsd-en/strategy-and-initiatives/asset-safety/csdr-article-38-disclosure
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Table of abbreviations 
 
BCL Banque Centrale du Luxembourg 

BCM Business Continuity Management 

BoD Board of Directors 

CBL Clearstream Banking S.A. 

CDM Clearstream Default Management team 

CeBM Central Bank Money 

CI Clearstream International 

CISO Chief Information Security Officer 

ComEx Comité Exécutif 

COSO Committee of Sponsoring Organizations of the Treadway Commission 

CS Clearstream Services S.A. 

CSSF Commission de Surveillance du Secteur Financier 

CSD Central Securities Depository 

CSDR Central Securities Depositories Regulation 

DBAG Deutsche Börse AG 

DCA Dedicated Cash Accounts 

DMP Default Management Process 

DVP Delivery versus Payment 

ECB European Central Bank 

EWI Early Warning Indicators 

GLEIF Global Legal Entity Identifier Foundation 

GTC General Terms and Conditions 

ICS Internal Control System 

IOA Issue Outstanding Amount 

IRR Internal Rules and Regulations 

KPI Key Performance Indicator 

KRI Key Risk Indicator 

LBN  LuxCSD Bearer Global Note 

LDN  LuxCSD Dematerialised Note 

LEI Legal Entity Identifiers  

LuxCSD  LuxCSD S.A. 

LOU Local Operating Unit 

LRN LuxCSD Registered Note 

OL Organisme de Liquidation 

OpRisk Operational Risk 

PSS Physical Security Standard 

RTO Recovery Time Objective 

SDS Service Definition Statement 

SFD Payment Services Law 

SMS Security Management System 

SSS Securities Settlement System 

T2S TARGET2-Securities 

 
 
 
 
 


